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Introduction

An introduction to SourceGuardian 7.0 for PHP

by Team SourceGuardian

This SourceGuardian 7.0 for PHP User Manual covers all of
the features in this new exciting version. We hope that you
enjoy using our product and find this user guide to be
informative.

If there is anything that you feel has been omitted from this
user manual, then please let us know as we are passionate
about providing excellent service.

Have fun using your new product...
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1.2

1.3

Introduction

About SourceGuardian for PHP

The SourceGuardian™ products have been built as a suite of professional systems for source code
protection. Our team of programmers have created proprietary methods for encrypting code whilst
keeping the maximum flexibility for the distribution of your scripts.

Ouir first product, SourceGuardian™ for PHP was launched in 2002 and quickly rose to become the
professionals for PHP code protection. Thanks to our early market entry and the customers who put
their trust in us, we've been able to develop SourceGuardian™ into a leading protection solution used
by thousands across the world.

The most exciting thing about SourceGuardian™ for us is how we constantly hear from our clients
how SourceGuardian™ has finally enabled them to distribute their commercial code and how
developers are able to solve many of the problems that plague them when coding for a specific client.
We hope to enable many more!

As for the future of SourceGuardian™, our PHP product has really taken us aback with the huge
uptake and acceptance in the market and we thank everyone who has purchased, downloaded or even
taken the time to browse our site. We plan to continue to increase the functionality and power of these
programs whilst keeping an affordable upgrade path.

Thanks for your interest, and thanks for your business.

The SourceGuardian™ Team
How to buy
To purchase SourceGuardian™ 7.0 for PHP, please visit the following:

Website: http://www.sourceguardian.com/purchase/index.php

There are two methods available: via credit card or via Paypal.
Features

SourceGuardian™ 7.0 for PHP Features List

Protection method

The SourceGuardian™ 7.0 for PHP Encoder protects PHP scripts by compiling PHP source code into
a bytecode format and this is followed by encryption. This protects your scripts from reverse
engineering.

Supported PHP versions

SourceGuardian™ 7.0 for PHP works with the following versions and above: PHP 4.1.x, 4.2.x, 4.3.X,
4.4.x and PHP 5.0.0 and higher are fully supported.

Interface
A ground-up redevelopment of SourceGuardian™, including a new reworked GUI is now available. The

Windows version has both Wizard and Advanced modes, giving you powerful tools and features to
protect your code. In addition, we have also developed a powerful cross-platform command line

© 2001-2006 Inovica Ltd.
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encoder that runs under Windows and Linux.

Locking

To protect your scripts from unauthorised usage SourceGuardian™ 7.0 for PHP has added features
that can optionally lock your scripts to run only from predefined IP addresses, domain names or LAN
hardware addresses (MAC). SourceGuardian™ 7.0 for PHP can also easily produce trial versions of
your scripts by setting an expiry date for the script or by limiting the number of days that protected
script will work. For larger projects SourceGuardian™ 7.0 for PHP provides an option to protect an
entire project so that all scripts used in the project will work only with other protected scripts. No one
may include a protected script from another unprotected script and this adds another level of
protection.

Here is a sample list of features:

locking to date

locking to multiple domain names

locking to multiple ip addresses

locking to multiple LAN hardware (MAC) addresses

o improved locking to a specific domain name with encryption. The domain name is used as a part of
key for encryption, so protected scripts may not be decrypted and run from another domain.

o improved locking to the ip address with encryption. The ip address is used as a part of key for
encryption. This means that protected scripts cannot be decrypted and run from another ip address.

¢ locking of an entire PHP project, so that no protected script can run if any other script is substituted
with an unencoded one or encoded with another installation of SourceGuardian™ . This is ideal for
protecting settings, passwords etc within a PHP project.

o A new feature is the ability to lock with an external license file produced by the SourceGuardian™
7.0 for PHP license generator. This is Ideal for creating protected scripts to be distributed between
different users and it will even allow different options for different users. The SourceGuardian™ 7.0
for PHP license generator tool can run under Window and Linux as command line tool which adds
another powerful element - It provides a method for licenses to be dynamically generated and this
would be useful (for example) when selling scripts online.

Other options

The following is not an exhaustive list, but covers some of the other options in this new version:

e automatic backup of source files

o multiple files processing: enumerated, file mask optionally with directory recursion or file list from the
command line

¢ encoding confirmation when run from the command line

e option to include HTML or PHP code to run before a protected script. This is best for including
copyrights or for any other advanced needs

e option to replace standard error handler when the appropriate loader is not found. Both HTML or
PHP code can be included here

e option to allow asp-style tags in source files

e option to allow short PHP's tags in source files

e option to exclude the automatic script loader from protected scripts for advanced users and manual
loader installation

Cross platform

Cross platform encoding. A script encoded under one operating system will run under any other
supported operating systems. Currently we have an encoder for Windows and Linux and Script

© 2001-2006 Inovica Ltd.
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Loaders will run under Windows, Linux and FreeBSD. In the near future we will support more operating
systems.

Thread Safety support

SourceGuardian™ 7.0 for PHP has a special versions of its Script Loader for Thread Safety PHP
installations under Windows and Linux.

Evaluation

We provide a Free 7 days evaluation of SourceGuardian™ 7.0 for PHP

© 2001-2006 Inovica Ltd.
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2 GUI manual

2.1 Overview

ultimate code praotection

A
sSource

SourceGuardian 7.0 for PHP

Copyright Inovica Ltd 2000 - 2006
700734

cequardian. com

The SourceGuardian™ 7.0 for PHP GUI is a Windows-based, user-friendly graphic interface to our
command line encoder. It uses all the powerful features that command line encoder offers, while
adding many additional useful enhancements to the encoding routine. The GUI has an interface which
is skinnable (27 skins included) and you can select the skin that you like the most. It has a Wizard
mode for new users who want to make quick start in using the GUI and there is also an Advanced
mode where the experienced user can use of the power of our encoder.

2.2  First step - obtaining license

On your first of run of SourceGuardian™ 7.0 for PHP you should see following screen:

© 2001-2006 Inovica Ltd.
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SourceGuardian License

Mizzing ar invalid license. Please check below what pau can do:

Fa
1. IF you hawve your profile details then fill hem here to obtain licerse automatically: Internet Settings

e »
Uszer name: | Passwoard: | Get License

2. |F pau da nat have vour profile, please register for it here

3. I pau want to obtain license manually [in the case this pragram unable b cantact our zite]
pleaze enter Reqiztraion code shown below ta yaur prafile:

Registration code: | PABITC4639E 98322466 35ABF 1549E 044

Then download licenze file and save it to wour local digk.

Fa »
4 |f pou have licenze file on pour lozal disk click Browse button to install it; Brawse

Fa Y
. If pou want detailed help click Help buttan Help

Fa - Y
B. |f pou want to leave thiz program click E =it buthan. E xit

This screen means that you need to obtain a license first in order to run SourceGuardian™ . In general
you can do this via two different ways.

1. Obtaining a license from the application itself.

This is the fastest way to obtain a license, but to do it you need a direct connection to the internet or
configure a Proxy server so that the SourceGuardian™ 7.0 application can connect to the internet.

NOTE: Some firewalls may prohibit SourceGuardian™ from connecting to the internet, so you may
have to enable internet access for SourceGuardian™ or obtain your license by another method
(see 2.). On how to enable internet access for a custom application with your firewall please consult
your firewall documentation.

When you purchase the full version of SourceGuardian™ 7.0 for PHP, or request demo version of it,
you will receive an email with details on how to access your profile on our site. This email contains a
user name and a profile password. Just type them into the '‘User name' and 'Password' fields and click
on the 'Get License' button. After the license has been downloaded you will see a message box saying:
"Application will now close. Please start the application again to activate your copy". Press 'Ok’ and
then start the program again. If everything has installed correct, the application will start normally. If
anything has gone wrong with the installation, you will see the ‘License error' screen again. Make sure
you enter your user name and password correctly, check your internet settings and try again. If this still
will not allow access please try a different method (see 2.).

Configuring internet connection. This is useful if you normally need to access the internet via a proxy
server. Click on the 'Internet Settings' button and you will see following window:

© 2001-2006 Inovica Ltd.
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Internet Connection Settings

3‘ Direct connection

f_} Ilze Prowy Sermver

Froxys erver |

FroxpPart |

Froxpll zemarne |

FroxyPazsword |

€ conce ) [ Aol

Direct connection - This is selected by default and is used when you have a direct internet connection.
Use Proxy Server - Select this option if you are behind a Proxy Server. Enter the Proxy Server address
and the Port. Also the Proxy Username and Password should be entered if it is applicable. Please
consult your network administrator about information about your Proxy Server.

2. Obtaining a license via the "your profile" section on our site.

When you are unable to obtain license via the normally method, you can use this method to retrieve
and download a license file. Go to the profile login page on the SourceGuardian.com website. Type
your user name and password.

Once you have entered the system select registration code from within the SourceGuardian™ 7.0 for
PHP application (by double clicking on it). Copy and paste it to the corresponding field of the "your
profile" area on our site ("Please enter your registration key here to generate license:").

When you have done the above, Click on 'Submit' and this will generate license. To download it click
on the 'Download' link in the 'Available licenses' section. Save this license, somewhere on your PC.
Then in the SourceGuardian™ 7.0 for PHP application click on the '‘Browse' button, select the license
file you just downloaded and saved. You should now see a message box saying 'Application will now
close. Please start SourceGuardian™ 7.0 for PHP again to activate your license!'. Click Ok. And start
SourceGuardian™ 7.0 for PHP again.

© 2001-2006 Inovica Ltd.
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2.3  Startup screen

Source Guardian 7.0 for PHP ¥

File Infotools Installer Oprions  Help

Suppart ~

Send support ticket 'Fﬁ ENCODE WIZARD

“ Guided encoding using our wizard

Feature suggestion

4  ADVANCED USERS

*-:' Fastest encoding if vou knowy wwhat you're doing
Loaders =
Latest ixed loaders CHECK FOR UPDATES
¥ Check for newy versions of SourceGuardian and Loaders

&uardian 7 for PHP

The following outlines the features available on this screen:

Click on the Encode Wizard band if you want use our wizard to help you with Encoding. This is
recommended for beginners.

Click on the Advanced Users band to switch to Advanced mode, where you can control all of the
settings and parameters. This is recommended for advanced users.

Click on Check for Updates. Currently it opens up your profile where you can download latest version
of the software.

On the left-hand side there are the following useful links:
Send support ticket - This opens a page on our site to send support ticket.
Feature suggestion - This opens a page on our site where you can submit your suggestion.

Latest ixed loaders - This will link to our site where you can download the latest ixeds.

© 2001-2006 Inovica Ltd.
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2.4
241

24.2

Encode Wizard

Stepl - Project definition

J Skart f Files to encode T PHP werzion T Output T Binding T Encoding ]

wielcome to SourcelGuardian Project Wizard,
Follow next eazy steps to create your project.

At thiz stage vou need either enter new Project Mame and click Begin button to start new project
or Browse for existing project created wia this wizard to open it.

| want to start new project

New Project mame | Mew Project | [ Begin J

| want to open existing project

Browsze for existing project created via this wizard

Open recent project |New Project. sop

|v | Open ]

This is the Start screen. You either need to create a new project or select an existing project.

To create a new project, enter the project name in the "New Project Name" field and click on "begin".
If you have an existing project please click on the "Browse" button to find and select your project.
Also you can open recent project that you were working on via selecting '‘Open recent project’ drop

down list and click on 'Open’ button.

Step2 - Files to encode

Start | Files to encode |r PHP werzion T Cutput T Binding T Encoding ]

Step 2.

At thiz stage pou can add files or folders to wour project, remowve them or mark. them to copy a3-is.
Prezz MEXT button when complete,

Praject files

£ Mew Project | Add files) i
[ Add directorny ]
[ Add directory subfolders ]

[ Rezcan project directories ]

[ Create directaony ]

[ Do ot encode ]

[ Do encode ]

[ Encode az HTML template]

[ Remove ]

[ Remove Al ]

[ <¢ Back ]l Hext »» J

© 2001-2006 Inovica Ltd.
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To add one or more files click on the 'Add file(s)' button. The File selection dialogue appears. Select
one or more files to add to your project.

To add a whole directory (with all subdirectories) click on 'Add directory' button and then select the
directory you want to add.

To add only subdirectories of a directory click on 'Add directory sub folders' button and then select the
directory.

Files/Directories will be added into currently selected directory.
If you want to create new empty directory click on 'Add directory' button.

If you want to mark any given file or directory (with all subdirectories and files) to not encode, then first
select the file or directory and click on the 'Do not encode' button. The Icon at the left of the file or
directory will change to a red X image (which means that it wont be encoded and will be copied as-is).

If you wish to mark any given file or directory (with all subdirectories and files) to encode then first
select the file or directory and then click on 'Do encode' button. The Icon at the left of the file or
directory will change to a blank page image (which means that it will be encoded).

If you wish to mark any given file or directory (with all subdirectories and files) to encode as HTML
template then first select the file or directory and then click on 'Encode as HTML template' button. The
Icon at the left of the file or directory will change to a lamp image (which means that it will be encoded
as HTML template).

If you wish to remove a file or directory from your project, then select the file or directory and then click
on 'Remove' button.

If you wish to remove all files and directories from your project (clear all) then click on the 'Remove All'
button.

Since 4.2 you can select multiple files/directories and apply all operations on selected items (Do
encode/Do not encode/Remove).

Also you can drag and drop items as you do it usually in Windows Explorer.

If you click right mouse button on tree view popup menu will be shown.

&dd File(s)

Add directory

add directary subfolders
Create direckory

Renarne

Do not encode
Do encode

Encode as HTML template

Femove

Remove al

Cpen file
Explore

© 2001-2006 Inovica Ltd.
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243

Using it you can do the same actions as described above plus 'Rename’, 'Explore’ and 'Open file'.
'Rename’ allows you to change directory name. 'Open file' opens file using application associated with
it (for example your PHP editor).

'Explore’ - opens currently selected directory in explorer

When you have finished click on the 'Next>>' button.

How to change the name of your project:

If you wish to change the name of your project, select the root of the files tree (this is the name of your
current project). Then click on it once more and wait. This text string then become editable. Change it
to whatever you want.

Step3 - Selecting PHP version

|r Start T Files to encode ] PHP werzion r Cutput T Binding T Encoding ]

Step 3.
At thiz stage pou need to choose under what wersion of PHP pou will run your code.

PHF4 - zelect thiz if you will run code under PHF 4.2
PHFS - Select thiz if vou will run code under PHP 5.

FHF wersion
{®) PHP 4 ) PHP S

[ <¢ Back ]l MHext »» J

On this screen you can choose between PHP 4.x.x or PHP 5.x.x encoding. Your choice should be easy
when you know what version of PHP is installed on the server where you plan to run your scripts. You
can also create two different versions of your scripts if you have clients who may have a preference for
a particular version of PHP.

NOTE: Scripts encoded for PHP 4.x.x will not be able to run under PHP 5.x.x and vice versa.

© 2001-2006 Inovica Ltd.
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2.4.4 Step4 - Output options

r Start T Files to encode T PHF werzion ] Dutput f Binding T Encoding ]

Step 4.
Output options. You can select directory where to put encoded files. Tepe directory name manually or click Browse button to choose one,

Select 'Replace filez with encoded files' if pou want ariginal files to be replaced with encoded files. Backup files will be created automatically.

Output

Encode ta a target directory | [ Browse J

] Clear target directarny

Ixed loaders
] Copy ixed lnaders ta the follawing directany: | [ Browze J
[ << Back ] l Mest x> J
Output

'Encode to a target directory’ - click on browse and select an existing directory or type the full directory
name manually. If the directory does not exist it will be created automatically. Since 4.2 only this
method of output is allowed.

'Clear target directory’ - select this if you want to clear all files/directories from the target directory.
WARNING!!! All files and directories removed permanently - you cannot restore them via recycle bin.

Ixed loaders

'Copy ixed loaders' - This allows you to specify the directory where you want to copy the ixed loaders
after encoding process has completed. This field is filled in automatically when you change the 'Encode
to a target directory’ field value. You can change it to any other path if you wish. If the directory does
not exist it will be automatically created.

© 2001-2006 Inovica Ltd.
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2.4.5 Step5 - Binding options

r Start T Files to encode T PHF wersion T Output ] Binding r Encoding ]

Step 5.

Binding optionz. Here you can specify expiry date of your encoded scrpts.
Alzo you can bind to [P [one or more) and hosthame [one or mare],
Example for [P binditig: 100.100.100.100/255. 255 266 0:50.50 50.50

Expiry date

Scripts will imeout an |‘| 0 Oct 2006 I | fin 1 days]
Binding

BindtoIPls)  (B[1321880 1 256 255 2560

l Hosthamme
Bind to hostname: B myhaost com

L) LI

<¢ Back H MHext »>

Expiry date

'Scripts will timeout on' - click on calendar icon to choose the date when you want to set an expiration
date for the script. At the left side you will see the hint showing how many days are left from today's
date.

The script will not run on and after the specified date and comes with the error message: "script has
expired".

Binding

'‘Bind to IP(s)' - bind script to an ip/mask. The encoder will lock the script to run only from the specified
IP address(es). The specified IP address mask will be applied to the real IP address before comparing.
So you may use this option to lock the script to a multiple IP if mask is specified. If run from not allowed
IP script will come with the error message: "script cannot run on this machine" You may add as many
IP address/mask pairs as you want using editor. Press '+' button if you need to add another IP/Mask
pair (or press down arrow on keyboard while in editor). Press '-' button if you want to delete current
IP/Mask pair.

IP address mask 255.255.255.255 is used by default if not specified.

Bind to hostname: - you can bind the script to a domain name. The Encoder will lock the script to run
only from the specified domain and all sub domains. If an attempt is made to run the script on a non-
authorised domain, the following error message will be displayed: "script cannot run on this machine".
You may add as many domain names as you want.

Hint: use the name of the main domain in this option, not the name of any sub domain until you are
sure you need to lock to a sub domain.

Example 1: mydomain.com

The script will run from mydomain.com, www.mydomain.com, myname.mydomain.com etc but will
NOT run from otherdomain.com, www.otherdomain.com, otherdomain.net etc.

© 2001-2006 Inovica Ltd.
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Example 2: www.mydomain.com

Script will run ONLY from www.mydomain.com. It will not run on the Main domain mydomain.com and
all other subdomains like myname.mydomain.com as well as other domains like otherdomain.com,
www.otherdomain.com, otherdomain.net etc.

2.4.6 Step6 - Encoding

|r Start T Files to encode T PHP wersion T Output T Binding ] Encoding |

Final stage.

Your project is ready to encode now.
Click on 'Start Encoding’ button to Save your project and start encoding,

¢ Back l [ Save Project l [ Start Encaoding

At this stage you may wish to save your project if you may wish to use the same options at a later date.
In order to do this, click on the 'Save Project' button. We would recommend doing this before
encoding, as it is the last chance to do it.

'Start Encoding' - this actually starts the encoding process. See Encoding process chapter.

2.5 Advanced Users

2.5.1 Toolbar Icons description

The Toolbar shown in the Advanced mode is shown below:

vaAEH0B ¢ o
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252

Opens New Project dialogue.

-
W

Open existing Project.

B Save current Project.

-~
ol

Start Encoding.
License generator.

Options dialogue.

&l Opens this help.

All icons have tool tips if you have them switched ON in Options (ON by default).

Menu items description

Menu bar:

File License Infotools Installer Options Help

File menu:

ﬂfj Mew Project. ..

{:‘.g Open Projeck. ..

Open recent project ¥
Save Project...

Save Project as...

add fileds) to the project...
Add directory to the project...

egvn O

Remove File From the project

Rescan project directories

Do niok encode File

(Oh ©

Do encode file

Encode as HTML template

Exit

New Project - New Project Dialogue.
Open Project - Opens existing Project.

Open recent project - allows to quickly open recently saved/opened project without browsing for it

Save Project - Saves current Project.
Save Project as - Save current Project to a specified file.

Add file(s) to the project - allows the user to add file(s) to the current Project.

Add directory to the project - allows adding a whole directory (with all subdirectories and files) to your
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current Project.
Remove file from the project - removes the selected file or directory from your project.
Rescan project directories - rescan your project to update for added/removed files automatically

Do not encode file - mark the current selected file or directory to not encode.

Do encode file - mark the current selected file or directory to encode.

Encode as HTML template - mark the current selected file or directory to encode as HTML template
Exit - exits SourceGuardian™ .

License menu:

Generate

Opens the generate license dialogue.

Info tools menu:

Script information

License information

Allows to open information tools - Script information and License information.

Installer menu:

Install 53 lnaders an lacal server

Install 5G loaders on remote server

Allows to open installers - on local server and remote server.

Options menu:

|..:-3} Settings...

Skins »

Settings - opens the settings dialogue.
Skins - skins selection menu:
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Macos

Windows XP
BlueGlass
DeepBlue

Prokein

Brownlass
DeepCyan
DeepGreen
Deeplrange
GreenGlass
Longhiorn
mpld

mnsn
CneBlue
OneCyan
QOneGreen
Onedrange
QrangeGlass
Real0ne
SportsBlack,
SportsEe
SpartsCyan
SportsGreen
SpartsOrange
xpgreen
®porange

wpsilver

Choose one of the skins listed in this menu. Please wait until the skin has changed before any new

actions (several seconds).

Help menu:

From this menu you can open this help and also the About SourceGuardian information.

© 2001-2006 Inovica Ltd.



GUI manual 22

2.5.3 Adding files to your project

Filez to encode

1 lang
1 libranies

1 soripkz
:u,é CYEIgROre
£ v

2 AMMOUMCE tut

To add one or more files click on the 'Add file(s)' icon.The File selection dialogue appears.
Select one or more files to add to your project.

To add a whole directory (with all subdirectories) click on 'Add directory' icon and select the
directory you want to add.

If you want to mark any given file or directory (with all subdirectories and files) to not encode,
then first select the file or directory and click on the 'Do not encode' icon. The Icon at the left of
the file or directory will change to a red X image (which means that it will not be encoded and
will be copied as-is).

If you want to mark any given file or directory (with all subdirectories and files) to encode then
first select the file or directory and then click on the 'Do encode' icon. The Icon on the left of the
file or directory will change to a blank page image (which means that it will be encoded).

If you want to remove some file or directory from your project then select the file or directory
and then click on the 'Remove' icon.

Since 4.2 you can select multiple files/directories and apply all operations on selected items (Do
encode/Do not encode/Remove).

Also you can drag and drop items as you do it usually in Windows Explorer.

If you click right mouse button on treeview popup menu will be shown.
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&dd File(s)

Add directory

add directary subfolders
Create direckory

Renarne

Do not encode
Do encode

Encode as HTML template

Femove

Remove al

Cpen file
Explore

Using it you can do the same actions as described above plus 'Rename’, 'Encode as HTML template’,
'Explore’ and 'Open file'.

'Rename’ allows you to change directory name.

'Open file' opens file using application associated with it (for example your PHP editor).

To add only subdirectories of a directory click on 'Add directory subfolders' item and then select the
directory.

'Encode as HTML template' - allows you to mark file/directory to encode them as HTML template.
'Explore’ - opens currently selected directory in explorer

How to change the name of your project:

Select the root of the files tree (this is the name of your current project). Then click on it once and wait.
This string become editable. Change it to whatever you want.
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2.5.4 Encoding options

J Options f Binding T Cuztarm Constants T Cugtomn error handling T Deployment ]

FHF werzion
{(®) PHP 4.3.» {3 PHP 5.0.%

FHF language options

[] &llow &5P-style <% &5 tags [ ] Allow the <7 tag

Clutput

Encode to a target directaory | | [ Erowsze ]

[] Clear target directany

Header options

Add a custom meszage header at the top of every encoded file [ Edit ]

Cuztom code when ixed loader not found [ E dit ]

[] Do not append loader code

PHP version:

On this screen you can choose between PHP 4.x.x or PHP 5.x.x encoding. Your choice should be easy
when you know what version of PHP is installed on the server where you plan to run your scripts. You
can also create two different versions of your scripts if you have clients who may have a preference for
a particular version of PHP.

NOTE: Scripts encoded for PHP 4.x.x will not be able to run under PHP 5.x.x and vice versa.

PHP language options:

Allow ASP-style <% %> tags - enables the use of ASP-like <% %> tags in addition to the usual <?php
?> tags.
Allow the <? tag - allow the <? tag, otherwise only <?php and <script> tags are recognized.

Output:

'‘Encode to a target directory’ - click on browse and select an existing directory or type the full directory
name manually. If the directory does not exist it will be created automatically. Since 4.2 only this
method of output is allowed.

‘Clear target directory' - select this if you want to clear all files/directories from the target directory.
WARNING!!! All files and directories removed permanently - you cannot restore them via recycle bin.
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Header options:

Add a custom message header at the top of every encoded file:

g

‘:) Custom header text

Thiz text will be added at the top of every encoded file.

Thig text will be added at the top of even encoded file...

Ok, J [ Cancel

Prepend header code. You may put any code to be executed BEFORE the protected scripts code. This
code WILL NOT BE ENCODED. This may be either HTML text or PHP code. For PHP code - you
should use <?php ?> tags. This option is usually used for including copyrights into protected scripts.

Custom code when ixed loader not found:
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) Ixed loader not found code aF

g
&

Thiz code will be executed when ixed loader not found [inclose your code with < Yphp' and ‘7' tags]

< php
header['Location: http: /A, rghost. comAwhen_iked_loader_not_found. hkml'];
it

7

1]8 J [ Cancel J

It is possible for you to change the default loader error code. This option allows you to change the
default error action of the protected script if it cannot find an appropriated ixed loader. The default
action is just to print an error message "This script is protected by SourceGuardian™ and requires file
... "and stop executing. You may use any HTML text or PHP code here and it will be displayed or
executed as a replacement to the default SourceGuardian™ loader error. This code WILL NOT BE
ENCODED. This may be either HTML text or PHP code. For PHP code - you should use <?php ?>
tags.

Do not append loader code

You may use this option if you don't want to include a default loader into the protected script. Any script
encoded using this option will not be able to automatically find and load the appropriate ixed loader and
you have to install the ixed loader manually to run this script. See the section about the manual ixed
installation.

NOTE: if you select this option then Header options above have no effect (as they are placed inside
this loader).
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2.5.5

Binding
Optians | Binding f Cuztom Caonstants T Custarn error handling T Deplayrment ]

License mode
(®) Embedded Project ID |55a2b1 56001 43d768e 1 | Project Key |26102f42caB2701 b50bd |

) External File name | |
E spiry date
Seripts will irmeout or |1 3 Oct 2005 EI| fin 3

days]

[] Use atomic clock servers Lock the zonpts to work, only online
Binding
{3 Enciypt ta P | |

- P Mask ]
3 Bind to IP2] i

Bl111.111.111111 285 256 2650

Hoztname

Bind to hogtname
Bl ryhost. com

Bind to MALC ._
Bl 11:22:32:44.55:685

Encoded zcrpts secunty
[ ] work anly with ather files encoded with your copy of SourceGuardian

T mivn ™

License mode:

Embedded - means that all binding information will be inside each encoded script. This is how
SourceGuardian 2.x worked.

External - allows you to use the Script License Generator for specifying binding options for your project.

The Script License Generator is an external tool for creating script license files. A Script license file is
required to run protected scripts encoded with this option.

Using the script license is the best way of encoding if you need to distribute one script or an entire
project between different users, but need to use different restriction options for each user.

Scripts encoded with this option will require an external license file to run. Protected scripts will search
for the license file in the current directory and all parent directories. So you may have one license file
for an entire protected project located in the top project directory.

If the protected script cannot find the specified license file it will display the error message: "script
requires ... file to run"

After encoding is finished you will be prompted to create a license for your encoded scripts if you set
'‘Automatically open External License generator' option in application settings.

File name

You need to specify license file name that your project will use. Specify exactly the same file name in
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license generator when you generate license for this project.

Project ID

This allows you to assign ID to your project to identify what license it should accept. Specify the same
Project ID in license generator when you generate license for this project. This option is useful when
you want to ship several products that uses external license so that each license would work only with
its Project ID.

Project Key

This is used in pair with Project ID - required if you plan to use external license mode. Introduced in 5.0
New algorithm in 5.0 uses the idea of two keys. The first key (Project Id) is stored in the encrypted area
of protected script and used to decrypt an external license file. The second key (Project Key) is stored
in the license file and used to decrypt the bytecode from the protected script.

Using the new algorithm protects your product from creating a full working copy from the demo version
by some people who may be interested in this. As to decrypt and run a protected script a true license
file for the full version of your product is required. Otherwise it's impossible to decrypt and run a
bytecode.

Project Id and Project Key values are required if external license protection method is selected.

Expiry date

'Scripts will timeout on' - click on calendar icon to choose the date you wish the script to expire. At the
left side you will see the hint showing how many days are left from today's date.

The script will not run on and after the specified date and displays the error message: "script has
expired".

Use atomic clock servers

If you use a time lock option for your scripts you may wish to let the script to get the world time from the
online time service for expiry checks than using the server time. You may specify a list of time services
in SourceGuardian settings.

Lock the scripts to work only online

If you do not use time lock option you still able to lock the scripts to work only online. Do to so, select
this option. SourceGuardian will check if it is working online by accessing to atomic clock servers.

Binding

'‘Bind to IP(s)' - bind script to an ip/mask. The encoder will lock the script to run only from the specified
IP address(es). The specified IP address mask will be applied to the real IP address before comparing.
So you may use this option to lock the script to a multiple IP if mask is specified. If run from not allowed
IP script will come with the error message: "script cannot run on this machine" You may add as many
IP address/mask pairs as you want using editor. Press '+' button if you need to add another IP/Mask
pair (or press down arrow on keyboard while in editor). Press '-' button if you want to delete current
IP/Mask pair.

IP address mask 255.255.255.255 is used by default if not specified.

Encrypt to IP - bind and encrypt to ip/mask. The encoder will lock the script to run only from the
specified IP address. The encoder will use a specified IP address with applied mask as a part of the
key for encryption for the maximum protection. The Loader will not be able to even decrypt a script
from the wrong ip address and will display the error message: "script checksum error"”. IP address
mask 255.255.255.255 is used by default if not specified. If you choose this option then the Bind to
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IP(s) option become inactive (and vice versa).

Bind to hostname: - you can bind the script to a domain name. The Encoder will lock the script to run
only from the specified domain and all sub domains. If an attempt is made to run the script on a non-

authorised domain, the following error message will be displayed: "script cannot run on this machine".
You may add as many domain names as you want.

Hint: use the name of the main domain in this option, not the name of any sub domain until you are
sure you need to lock to a sub domain.

Example 1: mydomain.com

The script will run from mydomain.com, www.mydomain.com, myname.mydomain.com etc but will
NOT run from otherdomain.com, www.otherdomain.com, otherdomain.net etc.

Example 2: www.mydomain.com

Script will run ONLY from www.mydomain.com. It will not run on the Main domain mydomain.com and
all other subdomains like myname.mydomain.com as well as other domains like otherdomain.com,
www.otherdomain.com, otherdomain.net etc.

Bind to MAC - You can bind a script to LAN hardware (MAC) addresses. This address is unique for
each networking adapter and so it may be easily used to identify a machine. A MAC address is 6 bytes
long, with each byte represented in hex and separated with ":' or '-". The encoder will lock a script to run
only from the machine which has a networking adapter with the specified MAC address. If there is
more than one LAN adapter installed then script will check all of them. If an attempt is made to run a
script from a machine without the correct adapter, then the script will display the error message: "script
cannot run on this machine" You may use this option more than once to specify multiple MAC
addresses.

Hint: you may use ‘ifconfig' command under Linux or 'route print' under Windows to get a list of
installed networking adapters and known MAC addresses.

Encoded scripts security

Work only with other files encoded with your copy of SourceGuardian™ - script will work only with
other encoded files. This option makes sense only when encoding multiple files. All scripts encoded
with this option will work only with other encoded files and will NOT work if any of the included files or
top files are substituted with an unencoded one or encoded by another installation of
SourceGuardian™ 5.0 for PHP. This gives you the ultimate protection for your projects when multiple
PHP scripts are used together.

Example: If you have a password in a.php and then b.php includes a.php and calls c.php for any
action. No one can substitute c.php with their own code and do 'echo $password' to know your
password if this option was used during the encoding of all files. Also no one can create d.php which
will include protected a.php and then do 'echo $password'.
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2.5.6 Custom Constants

r Optians T Binding ] Cuztomn Constants f Custarn error handling T Deplayrment ]

Cuztom predefined constants

&dd

Edit

Remowve

SourceGuardian let you define custom named constants during encoding process or within an external
script license. Constant name/value pairs are stored internally in the encrypted area of the protected
script or external

license. They may be used for custom script locking or any other actions if you need to store a custom
value in protected script or script license file and then retrieve it from your PHP code.

To get a predefined constant value from the PHP code use sg_get_const() function. This function is
defined in SourceGuardian loader.

Syntax: string sg_get_const( string )
Will return a predefined SourceGuardian constant value or FALSE if
constant with the specified name is not defined. SourceGuardian

constants names are *case sensitive*.

There are 5 constants predefined for each protected script:
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sg_get_const("encoder") returns the name of encoder "SourceGuardian"
sg_get_const("version" returns the encoder version number

sg_get _const("encode_date") return UNIX timestamp when the script was
encoded

sg_get _const("license_date") return UNIX timestamp when the script license was
created. It's may differ from "encode_date" when
external script license is used

sg_get_const("expire_date") returns script expiration date as UNIX timestamp if
it's defined in the script license or internally via script
binding options during encoding

2.5.7 Custom error handling

[ Dptions | Binding | Custom Corstants | Custor enar handing | Deployment |

Cuztom error handling

Ermar 1D |Fun|:ti|:|n harne
ERR_ALL |
ERR_LICEMSE

ERR_ExTLICCRC

ERR_ExPIRED

ERR_ExTLIC

ERR_OFFLIME

Error |0 dezcription:

ERA_ALL iz a special value to zpecify “'one-for-all" error handler function
ERRA_LICEMSE - zcnpt cannot run on this machine

ERR_EXTLICCRL - script licenze iz inwalid

ERR_EXPIRED - scrpt has expired

ERR_EXTLIC - zcnpt requires external licensze file to wn

ERR_OFFLIME - zcript requires an internet connection to mn

You may add custom error handling functions which will catch script licensing errors. Error handler
should be a function which accepts two parameters:

sg_error_handler( code , message )
You may use any name for this function. Also you may have different functions for different script
errors. The first argument will contain a error code. The second one will contain a default error

message.

Custom error handler function should be defined before an error may occur. The best place for it is in
"prepend header" code as it's loaded *before* any license checking is done and so error handler will be
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always available if defined here. But you may also define a custom error handler function in another
encoded file which will be included before the script which may cause a license error. Don't put any
passwords etc secret data if you use a "prepend header" code for defining a error handler as this code
is stored unencoded.

2.5.8 Bytecode obfuscation

|r O ptions T Binding T Custom Constants T Custormn error handling 1| Bytecode obfuscation f Dreployrment 1
- Obfuzcation level
Thiz provides name changing for local function vanables. Thiz level iz zafe -

O o to uge as local function variables cannot be accessed extemally and zo Fead Help

() Level 1! may be easily renamed by SourceGuardian,

O Level 2 RECOMMENDATION: Use this option ta quickly add additional protection
) Level 3 when you dan't want ta analize your code for adding ta the excluzion lists.

E xception listz

Jf Global variables r Funchions T Clazzes T Clazzes properties ]

e

Add

Edit

Remove

Additional bytecode protection

Since version 6.0 of SourceGuardian has new options for stronger bytecode protection. In addition to
our standard bytecode compiling, encrypting and compressing, the new encoder can obfuscate the
names of variables, functions and classes within

the bytecode to make it an unreadable value.

Additional bytecode protection may be set from levels 1 to 3. For levels 2 and 3 it will require a greater
knowledge of your scripts and will require some manual intervention to exclude some variables,
functions or classes from names changing - this may be necessary to ensure your application works as
it should do.

If no bytecode protection level has been selected, then the encoder will work without obfuscation, but
your scripts will still be compiled into bytecode, encrypted and compressed.

Levels of bytecode protection

Each level of bytecode protection includes the functionality of the previous one, but also adds more
protection.
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Please see the section "Bytecode Obfuscation". By default we have chosen "Bytecode with
Obfuscation Level 1" but you can change it to any setting you wish.

Level 1 obfuscation - This provides name changing for local function variables. This level is safe to use
as local function variables cannot be accessed externally and so may be easily renamed by
SourceGuardian.

RECOMMENDATION: Use this option to quickly add additional protection when you don't want to
analyze your code for adding to the exclusion lists.

Level 2 obfuscation - This level additionally changes the names of all global vars, function names and
class names defined within the file.

RECOMMENDATION:

1) if register_globals is used and EGPCS vars are used directly then their names should not be
changed. You need to put such global variables names into the global variables exclusion list (see
below)

2) global variables accessed via the $GLOBALS array by name should keep their names and so need
to be put into global vars exclusion list. By default names will be changed for all global variables and
they may still be accessed correctly if within the project even if they are in different files.

3) global variables used in the project and accessed externally from other unencoded (or encoded with
other options) scripts should keep their names and they should not be obfuscated so they need to be
put into the global vars exclusion list.

4) possible errors could occur if a function or a class is defined in any script that is used in another
script. If so put this function name or class name into the appropriate exclusion list.

Example for this level only:

a.php: <?php function myfunc() { echo 'test’; } ?>
b.php: <?php include "a.php"; myfunc(); 2>

The myfunc() function above is defined in one file and is also used in another one. To run under level 2
you need to put the "myfunc” function name in to the functions exclusion list.

Use this option for encoding separate scripts or projects which have not much code interaction

between separate scripts. Each function or class defined in one script and used in another script
should not change its name and so needs to be put in the exclusion list.

Level 3 obfuscation - additionally this changes the names of all functions, classes, class methods and
class properties.

RECOMMENDATION:

Same as for level 2:

1) if register_globals is used and EGPCS vars is used directly then their names should not be
changed. You need to put such global variables names into the global variables exclude list (see

below)

2) global variables are accessed via the $GLOBALS array by name should keep their names and so to
be put into global vars exclusion list.
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3) global variables used in the project and accessed externally from other unencoded (or encoded with
other options) scripts should keep their names so need to be put into the global vars exclusion list. By
default names will be changed for all global variables and they still may be accessed OK if within the
project even in different files.

New to level 3:

4) names of functions and classes defined in the extensions should not be changed and so need to be
defined in the exclusion lists. ex.

mysql_connect(), mysql_select_db(), mysql_query()...(mysql),

preg_match()...(pcre), MimeMessage class (mailparse) etc.

This option will change the names for the user defined or extended functions and classes. It will not
change the names for standard built-in functions such as print(), str_replace(), etc and built-in classes
such as Exception, Iterator etc.

One other difference from level 2 is that as names will be changed for all functions and classes by
default then there is no problem for the script to include a file from the same project and call a function
defined in the included file or to create an object of the class defined there.

Example for this level only:

a.php: <?php function myfunc($arg) { return preg_match('/test/',$arg); } ?>
b.php: <?php include "a.php"; myfunc(); 2>

preg_match() is not a standard PHP function. This function is defined in separate pcre extension and
so its name "preg_match" should be put into the functions exclusion list to run under level 3. Please
note, there is no problem with the

myfunc() function being defined in one file and used in another one under level 3.

Use this option for encoding the whole projects which will include everything needed to run your
application and which has no unencoded functions or classes. There are no problems to still have a
custom settings file as such settings are usually done via assigning global vars, constants or even ini
files.

RECOMMENDATION for all levels of bytecode protection; Except for level 1 the encoder does
significant changes to the bytecode this creates additional protection. You should test your encoded
projects well and understand the risk of this kind of additional protection that if not used correctly you
may have obfuscated and unobfuscated information that will then not work well together. Analysis is
definitely required for using levels 2 and 3 and this cannot be done automatically by the encoder.
Therefore you need to fill in the exclusion lists for global variables, functions, classes and class
properties according to your code.

Bytecode protection exclusion lists

For bytecode protection levels 2 and 3 you need to specify the names of global variables, functions,
classes as well as class properties for which names should not be changed. Use Exception lists for
this. As usual you can Add/Edit/Remove items.
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2.5.9

2.5.10

Deployment

r Optians T Binding T Custam Canstants T Custarn error handling T Bytecode abfuscation ] Deployment |

|#ed loaders

Copy iwed loaders to the following direu:tu:ur_l,l:||::'\test | [ Browse ]

() For il Gperating Systems!
) For selected 05[ez);

Windows kac 05 % Sun05 Solariz »B6-GAbit
Lirwes FreeBSD Sun05 Solariz »86-32bit
Linux x26-64-hit HP-I Sund5 Solariz Sparc

Archiving optionz

) Do not archive ) &dd to zip archive {®) &dd to tar.gz archive
Deztination archive directony: |I::"-.test | [ Browsze
Archive file name: |New Project.tar.gz |

Delete files af