He3aBucumMoe uccjaeioBaHue
pab6oTsl IPsec Bo FreeBSD

AHHOTAITUA

BBl TOJIBKO UTO YCTAaHOBUJIM U HAacTpowsMu IPsec, 1 0HO, KakeTcsl, 3apaboTaso. Kak aTo MOKHO
IIPOBEPUTH? I OIUIILY METOJ SKCIIePUMEHTAJIbHOMN IIPOBEPKU IIPABUJILHOIO0 QYHKIITMOHHUPOBAHUA
IPsec.
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1. IlocTaHOBKA 3a1aun

JU11 Hauajia Ipexrioso’kuM, uTo Bel VeraHoBka IPsec. Kak Brl ysHaete, uto IPsec 3ameuaHue?
HecoMHeHHO, coe[UHEHUs He Oy/eT, ec/Ii Bpl HeBepHO ero CKOHGUIypupoBaau. Y 0HO, KOHEUHO,
IOSIBUTCS B BBIBOJe KOMaHbI netstat(1), korga Bel BCE crmesiaeTe BepHO. HO MOXKHO JIU KaK-TO
IIOATBEPAUTH caM GaKT QYHKIIMOHUPOBaHUA IPsec?

2. PennieHue

JlJ1s1 Havasia HEMHOYKKO KPUIITOrpaduuecKor TeOpUu:

1. lluppoBaHHbIe [aHHBIE PAaBHOMEPHO paclipefie/ieHbl II0 06JIaCTH OIlpefie/iIeHusl, TO eCTh
Ka>K/IbIF CHMBOJI UMEET MaKCUMaJIbHYI0 SHTPOITHIO;

2. "CeIpple” U HeC)KaTble JaHHBIe KaK IIPAaBHUJIO U30BITOYHBI, TO €CTh HMX ISHTPOIIMS MEHBIIle
MaKCHMaJIbHO BO3MO>KHOM.

[IpeAIIoI0KUM, YTO y Bac MMeeTCsI BO3MO>KHOCTb U3MEPUTD IHTPOIIHIO BXO/ISIIIIETO U UCXO/ISIIIET0
TpaduKa Ha ceTeBOM HHTepderice. B 3ToM cirydyae BBl cMOKeTe JIETKO OTVIMYHUTD 3alIiPOBaHHbBIE
TaHHBIE OT OTKPBITHIX, IPUYEM Ja)ke B TOM CJIydyae, KOIJla YacTh JAaHHBIX B "peKuMe
mupoBaHUs" IepefaéTcs B OTKPHITOM BHe, K IIPUMepy BHeITHHE 3arojJioBKU [P, KOTOpble


https://man.freebsd.org/cgi/man.cgi?query=netstat&sektion=1&format=html

HCIIOJIB3VIOTCA JIsA MapIIPYTHU3allH.

2.1. MUST

"VHuBepcanbHBIU CTaTUCTUUYeCKUU TecT aja [eHepaTopoB CiayuarHbIX Yucen" Vanmu Maypepa
(Ueli Maurer’s Universal Statistical Test for Random Bit Generators), cokpaiéHao MUST 1103BoJIsIeT
OBICTPO U3MEPUTH 3IHTPOIIMIO II0CJIe0BATeIbHOIO0 Habopa MaHHBIX. VCII0Jb3yeMBbIU aJITOPUTM
II0X0’K Ha aJITOPUTM CKaTUd. YHUBepcaabHbIN CraTtrucTruueckuii Tect Maypepa (pasmep 6y0ka - 8
OUT) IIPUBEIEH UCXOLHBIN KOJ, II03BOJIAIOIIUN U3MEPATh SHTPOIIUIO I10C/Ie0BaTeJIbHBIX KYCKOB
DaHHBIX pasMepoM OKO0JIO YeTBepTHU MerabamTa.

2.2. Tcpdump

Emé HaMm Hy’>KeH CII0C00 CoXpaHeHUs MHQOpMaIluy, IIPOX0odllel uepe3 uHTepdelic. IlporpamMma
tcpdump(1) mo3BoJIsIeT CHAeJaThb 3TO B cjaydae, ecad Bul src/sys/i386/conf/KERNELNAME c
HoAepKKo IlakemHoz20 Pduavmpa bepkau (Berkeley Packet Filter).

Komanza
tcpdump -c 4000 -s 10000 -w dumpfile.bin

coxpaHut 4000 maketoB B Qainm dumpfile.bin. B panHOM IpuMepe OO6BEM 3aIllMChIBA€MOU
HUHPOpPMAIMU B KaK/IOM I1aKeTe He MOJKeT IIpeBhIIaTh 10,000 6aTOB.

3. IKCIIEepUMEHT

[IoBTOpHUTE CIEAYIOIIHE IIIaTH IKCIIEPUMEHTa:

1. OTKpoMTe 1Ba OKHA TepMUHHaJIa U CBDKUTECh B OHOM M3 HUX C KAKUM-HUOY/Ib KOMIILIOTEPOM
yepes KaHaJI IPsec, a B IPyroM - C 0OBIYHBIM, "He3alUIIEHHBIM " KOMIIBIOTEPOM.

2. Tenteps HauHUTe Tcpdump.

3. B "mmopoBaHHOM" OKHe 3amyctuTe KomaHAy UNIX® vyes(1), koropas OyneT BblJaBaThb
0eCKOHEUHBIM II0TOK CHUMBOJIOB Y. HeMHOXKO IIOJOKAWUTe UM 3aBeplInTe eé. 3areM
IIePeKJII0UUTECH B 00BIYHOE OKHO (He UCII0JIb3YIolllee KaHaul IPsec) U cesaiiTe TO »Ke caMoe.

4. 3aKJIIOUUTEeJbHBIN 3TAIl: 3allyCTUTe YHUBepcanbHbIN CTaTucTUdeckuil TecT Maypepa (pasmep
6sioka - 8 OuT), ImepemaB eMy 1 00pabOTKU TOJILKO UTO COXpaHEHHBIe IIaKeThl yepes
KOMaH/[HYI CTPOKY. BBl [O/DKHBI YBHUAETH UYTO-TO BpOZe H300pakEHHOTO UYyTh HIKe.
3aMeThTe, UTO O6e3omacHoe coeguHeHUe uMeeT 93% (6,7) oT okmgaeMoro 3HadeHus (7,18), a
00BIYHOE COeTMHEHHE - BCEro JIUIIb 29% (2,1).

% tcpdump -c 4000 -s 10000 -w ipsecdemo.bin
% uliscan ipsecdemo.bin

Uliscan 21 Dec 98

L=8 256 258560

Measuring file ipsecdemo.bin


http://www.geocities.com/SiliconValley/Code/4704/universal.pdf
https://man.freebsd.org/cgi/man.cgi?query=tcpdump&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=yes&sektion=1&format=html

Init done
Expected value for L=8 is 7.1836656
6.9396 -

4. 3aMeuyaHue

JTOT 9KCIIepUMEHT IT0Ka3bIBaeT, uTo IPsec delicmeumeibHO paclipejiesigeT IiepeiaBaeMble 6ANThI
110 06JIaCTH OIIpe/ieJIEHUSI pa8HOMEPHO, KaK U Jiroboe fipyroe mudpoBaHue. OGHAKO 9TOT METOJ, He
Modcem 06Hapy>KUTh MHO’KeCTBO IPYIHMX HU3BSIHOB B CHCTeMe (XOTS 51 TaKOBBIX He 3Harw). /s
IIpyUMepa MOKHO IIPUBECTU IIJIOXHWeE aJTOPUTMBI TeHepalluyd Wik o6MeHa KJIHYaMU, HapylleHUe
KOHQUIEHITUATbHOCTH JaHHBIX WM KJII0Yel, HCII0JIb30BaHUE CIabbIX B KpHUIITOrpadUIecKoM
CMBICJIE AJTOPUTMOB, B3JIOM sifpa W T. . M3ydyaliTe HCXOGHBIM KOJi, y3HaBauiTe, UTO TaM
IIPOUCXO/UT.

5. Onmpegenenue IPsec

IPsec mpezcTaBiafgeT COO0M IIPOTOKOJ Oe3ollacHoro obMeHa wuHbopMalmed 10 Internet.
Cy1ecTByeT B BH/le paclliupeHus K IPv4; aBigeTcd HeoTbeMIeMOX YacThlo IPv6. CoflepsXUT B cebe
IIPOTOKOJI IIMPPOBAHUSI U ayTeHTHUQUKAIMU Ha ypoBHe IP (mexxmammuHHOe "host-to-host”
B3auMO/ieMicTBHe). SSL 3alluIaeT TOJAbKO JIUIIL KOHKPETHBIMN IIPUKJIAZHOMN coKeT; SSH 3alnuinaer
BXOJl Ha MamuHy; PGP 3amuiaeT ompefesléHHBIN (aiyi WiaIu IHcbMO. IPsec mupyeT BCHO
HHpOpMaIHIo, IlepejaBaeMyI0 MeK/1y IByMs MallliHaMU.

6. VctanoBka IPsec

BOJILITMHCTBO COBPEMEHHBLIX BepcUU FreeBSD yrke MMeroT IIOAIep>KKy IPsec. BeposATHO, Bbl
IOJDKHBI OyieTe JIUIIb 706aBUTH onIuio IPSEC B KOHQUIYPAITMOHHBIN Qaiil spa, U I1ocjie COOpPKU
U VHCTa/UIAUM HOBOTO $1pa, CKOHQUIYPHUPOBATH COoefuHeHHe I[Psec ¢ IIOMOIbI KOMaH/bI
setkey(8).

Bosee moapo6HO 0 TOM, KakK 3amyCcTUTh IPsec Bo FreeBSD Mo)KHO IipodecTb B PyKOBOJ/ICTBe
I10JIb30BaTeJIA.

7. src/sys/1386/conf/ KERNELNAME

[l Toro, 4YTOOBI 3aXBAaThIBATh CeTeBOM TpaduK mpu nomMoinu tcpdump(l), ciemyroliue CTPOKHU
I,O0JDKHBI IIPUCYTCTBOBATh B KOHQUIYpallMOHHOM ¢aiire gapa. He 3abyabTe mmociae MogUPUKaIIUA
3anycTuTh config(8), v, Kak 06BIYHO, ITepecobpaTh U YCTAHOBUTHL HOBOE S7PO.


https://man.freebsd.org/cgi/man.cgi?query=setkey&sektion=8&format=html
https://docs.freebsd.org/ru/books/handbook/security#ipsec
https://docs.freebsd.org/ru/books/handbook/security#ipsec
https://man.freebsd.org/cgi/man.cgi?query=tcpdump&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=config&sektion=8&format=html

device bpf

8. VHuBepcaabHbIA CTaTUCTHUYECKHHU TecT
Maypepa (pasmep 6J10Ka - 8 OHUT)

OpuruHas HIDKeIIPUBEIEHHOI0 KO/Ia HaXOAUTCS 110 3TOMY a/ipecy.

/*
ULISCAN.c  ---blocksize of 8
1 Oct 98
1 Dec 98
21 Dec 98 uliscan.c derived from ueli8.c

This version has // comments removed for Sun cc

This implements Ueli M Maurer's "Universal Statistical Test for Random
Bit Generators" using L=8

Accepts a filename on the command line; writes its results, with other
info, to stdout.

Handles input file exhaustion gracefully.

Ref: J. Cryptology v 5 no 2, 1992 pp 89-105
also on the web somewhere, which is where I found it.

-David Honig
honig@sprynet.com

Usage:

ULISCAN filename

outputs to stdout
*/

fidefine L 8

fidefine V (1<<L)
fidefine Q (10*V)
fidefine K (100 *Q)
fidefine MAXSAMP (Q + K)

#include <stdio.h>
#include <math.h>

int main(argc, argv)
int argc;
char **arqv;


http://www.geocities.com/SiliconValley/Code/4704/uliscanc.txt

FILE *fptr;

int 1,j;

int b, c;

int table[V];
double sum = 0.0;
int iproduct = 1;
int run;

extern double log(/* double x */);
printf("Uliscan 21 Dec 98 \nL=%d %d %d \n", L, V, MAXSAMP),

if (arge < 2) {
printf("Usage: Uliscan filename\n");
exit(-1);
} else {
printf("Measuring file %s\n", argv[1]);
}

fptr = fopen(argv[1],"rb");

if (fptr == NULL) {
printf("Can't find %s\n", argv[1]);
exit(-1);

}

for (i =0; i <V; i++) {
table[i] = 0;
}

for (i =0; i <Q; i++) {
b = fgetc(fptr);
table[b] = 1;

}

printf("Init done\n");
printf("Expected value for L=8 is 7.1836656\n");
run = 1;
while (run) {
sum = 0.0;

iproduct = 1;

if (run)
for (i =Q; run & i < Q + K; i++) {
j=
b = fgetc(fptr);



if (b <0)
run = 0;

if (run) {
if (table[b] > j)
j +=K;

sum += log((double)(j-table[b]));

table[b] = i;
}
}

if (!run)
printf("Premature end of file; read %d blocks.\n", i - Q);

sum = (sum/((double)(i - Q))) / 1log(2.0);
printf("%4.4f ", sum);

for (i = 0; i < (int)(sum*8.0 + 0.50); i++)
printf("-");

printf("\n");

/* refill initial table */
if (0) {
for (i =0; i <Q; i++) {
b = fgetc(fptr);
if (b<0){
run = 0;
} else {
table[b] = i;
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