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X.500 and Domains

Status of this Memo

This meno defines an Experimental Protocol for the Internet com
mmity. Discussion and suggestions for inprovenent are requested.
Please refer to the current edition of the “I AB Official Protocol Stan-
dards” for the standardizationstate and status of this protocol. Is-
tribution of this remwis unlimted.

Abstract

This RFCconsiders X.500 in relation to Internet and UK Ibnains.
Abasic nodel of X 500 providing a hi gher level and nore descriptive
namng structure is enphasised. In addition, a mapping of domains

onto X 500 is proposed, which gives a range of newnanagenent and

user facilities over and above those currently available. This speci fi-
cation proposes an experimental newnechani smto access and nan-

age domain information on the Internet and in the UK Academc
Gommmni ty. There is no current intention to provi de an operational
repl acenent for IINS.
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1 The Domain Nane System

The Domain (Naneserver) System(IINS) provides a hierarchical resource
labelling system[Moc87a] [ Mic87b] [ Lar83]. Exanple donains are:

MIT.EDU
VENERA.ISI.EDU
CS.UCL.AC.UK

Entries usually have a single nane, although pointers to entries (not sub-
trees) may be provi ded by (ONAMErecords. Information (resource records)

is associated with eachentry. Nane conponents are typically chosen to be
shortish (e.g., “C8”).

RFC822 mail box nanes are closely related [ Go82]. For exanple:
<5.Kille@CS.UCL.AC.UK>

The 1 ocal - part of the RFC822 nail box can be considered as one level 1ower
in the domain hierarchy.

2 X.500

The GBI Directory, usually known as X 500, provides a very general namng
framework [ OI88]. Abasic usage of X 500 is to provide Qrganisationally
Structured Nanes. ASchemafor this is defined withinthe standard. Nane
conponents will typicallyhave longishvalues. This is an exanple directory
nane represented in Tabul ar form

Gountry S

Grgani sation Tni versity bllege London
Grganisational thit Conputer Science

Gomon Nane Stephen E Hardcastle-Klle

This can also be writtenin the “User Friendl y Nane” notation defined in
[HKO1]. This syntaxis used for nanes in the rest of this docunent:

Stephen E Hardcastle-Klle, Computer Science,
Uni versity (bllege London, (B

This type of structure is terned “organi sational X 500”. This is a subset of
the general capabilities.
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3 The basic nedel

X 500 has as much relation to the IINS as II\S has to ARP.
Paul Mockapetris

This is, essentially, the position adopted here. The basic model is that
organi sational X 5001is providingalayer of namng at the 1 evel above domain
nanes. These structured nanes can be considered to forma namng 1 ayer
above domain nanes. There are the foll owing key di fferences:

e (rganisational X 500 tends to use 1 onger and nore descriptive val ues
o The organisational X 500 M Tis slightly shall over than the DN\S tree

e X 500 has aricher information franework than IINS

These diflerences suggest that the foll owing shoul d NOI'be done:

e Represent X 500 i nformationin the INS

e Hve an al gori thm ¢ mappi ng bet wveen the two hi erarchies

Thi s note proposes torepresent INSinformationinthe II'T, and to provi de
for a loose coupling between the two trees. This note does not propose an
equi val enci ng of X 500 and Dorains.

The proposed nodel is illustratedin Figure 1. Both an organisational and
domain structure is represented in the II'T, by use of appropriate object
classes and attribute types. A weak linkage is provided between the two
parts of the tree by use of special attributes. Here, the linkageis 1:1, but it
may be nore conplex for sone parts of the organisational I T or domain
nanespace. The linkageis achievedby use of special attributes, as described
in Section 11.

4 Representing Dbmains in X 500

Domains are at the level bel ow X 500 nanes of the formillustrated in the
previous section. However, it is also possible to use X 500 in other ways.
In particul ar, there are benefits fromrepresenting Domains in X 500. Note
that this is very diflerent to equi val encing, as no attenpt is made to repre-
sent X 500 information within the domain schene. There are the foll owi ng
potential advantages:

e Domin Services (IINS and NRS) coul d be repl aced with an CBI ser-
vice (sone may not viewthis as an advantage). This is particularly
attractive for (Bl services, where use of a non- (BI directory may be
inappropriate.
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Tonai n Conponent UK Gountry Nane=B
Domai n Conponent =AC Grgani sation Nane=lhi veristy (bllege London
~
~
~
Ve
TDonai n Conponent =L, Qg Uit Nane=Conputer Science
~
~
~
Ve
Domai n Conponent =CS Gommon Nane=Steve Klle
~
~
~
Ve

Domain Conponent =S. Kille

Figure 1: Exanple X 500 tree

e For Internet sites, access to domaininformation (beyond MKrecords)
coul d be provided for systens registered remotel y. For UK Academ ¢
Gommmni ty sites, access to domaininformtionfor domains not regis-
teredin the NRS coul d be gi ven. For sites neither on the Internet nor
inthe UKAcadem ¢ Cormmmni ty there will usually be evennore of an
advant age, as they usually have very limted information on donmains.

o Assumng that information is downl oaded froman X 500 database
intoa NS or NRS system the renote nmanagenent facilities of X 500

could be used. This is possible because of the extra security features
of X 500.

Note: For initial work, the converse situation of information being
masteredin Domain Dat abases and upl oaded into the X 500 I T
is more likely.

o Lser access to the domain data, and in particul ar searching, coul d be
provided. This would allowusers to browse the domain nanespace,
and to determmne information associated with the domains.

e The X 500 franevwork would all owfor additional managerent infor-
mation to be stored, and to relate the domain nanes into a nore
conpl ex structure of information. For exanple, this mght allowfor
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the managers of a systemto be identified, and i nfornmation on howto
contact the manager.

e Afacility to map RFC822 mailboxinto a Orectory Nane (and thus
access other user information on the basis of this key) could be pro-
vided. This may be useful for the user to determne i nformati on about
a nessage originator.

e This techni que may be useful to facilitate introduction of security, as
it will enable certificates to be associated wi th domai ns and mail boxes.
This may be very useful for the privacy enchanced mail work [ Lin89] .

5 Representing Ibnmain Nanes
Anewattribute syntaxis defined:

CaselgnoreIA5StringSyntax ATTRIBUTE-SYNTAX
IASString
MATCHES FOR EQUALITY SUBSTRINGS ORDERING

Anewattribute and t wo newobject classes are defined:

DomainComponent ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caseIgnoreIA5StringSyntax
SINGLE VALUE

Domain OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {DomainComponent}
MAY CONTAIN {AssociatedName,
organizationlName,
organizationalAttributeSet,
manager}

RFC822Mailbox OBJECT-CLASS

SUBCLASS OF Domain

MAY CONTAIN {commonName,
surname,
description,
telephoneNumber,
postalAttributeSet,
telecommunicationAttributeSet }

Note that the attribute AssociatedNameis defined in Section 11. The man-
ager attribute is defined in the GOBINE and Internet namng architecture
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[BHKO1]. It allows a manager to be associated with the domain, which

is useful where the manager of the domainis different to the manager of
the object defined by the AssociatedName. This will allowany domain to

be represented in an X 500 hi erarchy. The local part of an RFC 822 mail-

boxis treated as a special sort of domain conponent, and so these can be
represented in the tree as a natural extension of the hierarchy.

For exanple, consider the mailbox S.Kille@cs.ucl.ac.uk. This wll lead to
the following structure inthe OT

bject dass RIN Type RIN Val ue
Iomain Donai nConponent UK
Iomain Donai nConponent AC
Iomain Donai nConponent UL
Iomain Donai nConponent a
RFC822Mii 1 box | Domai nCbnponent S.Klle

This can be represented in ser Friendl y Nane format as:

DomainComponent=S.Kille, DomainComponent=CS, DomainComponent=UCL,
DomainComponent=AC, DomainComponent=UK

MNote that the RFC822Milbox (bject Qass is a subclass of Domain.

Sone attributes are alloved to be associated with these objects. There may
be other addi tional managenent attributes whichit is useful to define (e.g.,
Mchi ne Type, Omer, Locationetc.). This allows sone i nformation whi ch
trul y bel ongs tothe domaintobe representedthere. It alsoallows for further
information to be associated wi th the domain/mailbox when there is not a
relevant part of the organisationallystructure IITto be pointed at. Wen
there is an associated part of the T, information fromthat part of the
I Tshoul d not be duplicatedin the domainentry.

6 Wildcards

Wl dcards are supported by having "*" as a special domain conponent
nane. If there is a need to emul ate wildcard matchi ng using the directory,
the follow ng al gori thmmist be enpl oyed. For exanple, the wildcard entry
for *.* . PODUNK.COM woul d be represented in the MTas:

DomainComponent=%, DomainComponent=%*,
DomainComponent=MIT, DomainComponent=COM

If A.B.PODUNK.COMis lookedupinthe directory, the querywill fail andindi-
cate that two conponents are matched. Asubstitutionshoul d be made, and
* % PODUNK.COM1ookedup explicitlytoidentifythe associatedinformation.
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7 DS Infornation

INSinfornationcanbe associatedwithanentryinthe IIT It is i nportant
that this is done in a manner whichis exactly equi valent to the i nformation
storedinthe DNS. This will allowthe IXTto have i nf ormationloaded from
the IINS or vice versa. All (authoritative) records associatedwitha domain
will be storedinthe IIT There is no attenpt nmade by the O8I Hirectory

to erml ate NS caching or TIL handling. It is assuned that the master
entries are maintained by use of IINS Zone Transfer (or equi val ent), and that
they can be treated as authoritative. There is a need to define an attribute
syntax whi chrepresents a IINSrecord. This then allows IINS records to be
storedin the IIT There are three possible encodings of this record:

ASN.1 Encode d This is the nmost natural approach in terms of X 500.
However, it would require all users of this service to handle the new
syntax, which woul d be awkward. There is a problemw th handling
the resource format in a general manner.

DNS Binary Encoded Tsethefornallydefinedrecordsyntax. This would
be convenient for access to the data by DNS related software, but
woul d be an awkward encodi ng for independent X 500 DUAs.

Te xt encoded e of atext encoding derivedfromthe DNS specificati ons.
This is straightforwardtomaponto NS protocol, and easy to support
in a naive X 500 DUA. This approachis chosen.

The syntax is defined in I A5 characters. The BNF of the record uses the
defini tions of section 5.1 of RFC1035. It is

<rr> [ ";" <comment> ]

Three exanples of this (for domain CISI. EDU) mght be:

500 A 10.1.0.52 ; Basic address record

IN 600 MX 10 VENERA.ISI.EDU. ; MX record

600 IN MX 10 VENERA.ISI.EDU. ; MX record - other order
Note that:

e The class and TIL nay be in either order (follow ng RFC1035)

The class defaults toIN

e Domeins must al ways be fully specified (i.e., master file abbreviate
rules are not used).

e The TIL for a record must al ways be present (this saves 1ooking at
the parent entry to find the SOArecord).
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e Records (e.g., SOA) may be multiline. Lines should be separated with
the two I A5 characters <CR><LF>.

(NAMErecords are mapped symmetrically onto Hrectory Aliases.

This is nowdefined in terns of attribute and object class definitions. A
single record type is defined, as opposed to one attribute type per record
type. This allows the definition to not require extension when new INS
Record types are define. However, there is sone loss of effciency if only a
single record type is needed, as filtering must be done by the DUA

Simlarly, nodistinctionis nade onthe basis of IINS class. This neans that

if there are two class hierarchies, that they nust be representedin a single
IO T, and that information for different classes mmst be separated by DUA

fil tering.

DNSDomain OBJECT-CLASS
SUBCLASS OF Domain
MAY CONTAIN {
DNSRecord }

DNSRecord ATTRIBUTE
ATTRIBUTE-SYNTAX TA5String
MATCHES FOR EQUALTITY

Lookup of a domainis achievedbytranslatingit algorithmcallytoastin-
gui shed Nane (IN), and reading back attributes desired. This information
can be managed and searched in a strai ghtforward fashi on.

The i nf ornati on may al so be downl oaded i nto a IINS dat abase. This should

be done by use of zone transfer. Atool to performzone transfer (in both
directions) betweena IINS Server and a DSAwoul dseemt o be both strai ght-
forward and useful. This would be a key tool inatransitionto X 500 based
managenent of the INS. It would also all owa l arge part of the DNS nanes-
pace to be rapidl y made available in an X 500 pilot.

Inverse information can be derived by the usual IN AITR domain, which
will be represented in the sane manner in the II'T

8 NS Information

Infornation associated with the UKNRS (Nane Registration Schene) can
be handledinasimlar nanner [ Lar83]. This is being devel opedinaseparate
docunent by Al an Tirl and.
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9 Application Entity Titles

In many cases, Application entities will be closely related to domains. In
sone cases, it may be appropriate to gi ve Application Fntities nanes which

are rel ated to the IINS part of the II'T. Inthis case, the Domain Nane will

be usedtoidentifythe application, and the entry for the domainw 1l also be
of object class Application Process. The children of this entry will identify
Application Entities, wi th nanes such as “FIAMService”.

10 MNetworks

It is clearly useful to represent networks within the IIT Ashort note on
howto do this is given here. It is likely that this specification will later be
evolvedin a separate docunent. This defines an (bject ass for a general
netvwork, and shows howit can be subclassed to define technol ogy speci fic

net works.

Network OBJECT-CLASS
SUBCLASS OF TOP
MAY CONTAIN {
Manager,
Locality,
Description }

IPNetwork OBJECT-CLASS
SUBCLASS OF Network
MUST CONTAIN {AssociatedDomain}

The Network (bject Qass allows networks to be defined, and for useful
attributes to be associated with the entry. Anetwork will often appear in
nore than one organi sational structure, and this linkage shoul d be achieved
by use of aliases. This grouping can facilitate managenent of networks.

The subclass IPNetwork mandates linkage into the DN\S part of the II'T
This will be represented in the IIT using the structures of RFC 1101
[Mc89]. Both of the domains which identify the network should be rep-
resented in the (bject Qass. For exanple, a network mght have the (user
friendly) nane:

UCL-Ethernet, University College London, GB

Thi s woul d have associated domains 0.0.40.128.IN-ADDR.ARPA and
UCL-ETHERNET.UCL.AC.UK. These woul d both have the anal ogous O Trep-
resentations. For exanple:

DomainComponent=0, DomainComponent=0, DomainComponent=40,
DomainComponent=128, DomainComponent=IN-ADDR, DomainComponent=ARPA
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11 Linkage

There is a need to associate the organisational X 500 IIT and the IINS
tree. The objects represented are diflerent (Domain #Qrgani sation; Person
/=RFC 822 Milbox). Therefore aliasing is not an appropriate linkage.
However, inmany cases, there is alinkage whichis rather stronger than that
inplied by the seeAlso attribute. Therefore, we define newattributes, which
represent this stronger cross-linkage. The sane nechani smcan be used to
link a domains with an Application Entity or an Application Process.

Links fromthe organisational X 500 I Tto the DNS tree are provided by
a newattribute, which could be present in (rganisation or Organisational
Thit entries.

ObjectWithAssociatedDomain 0BJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {AssociatedDomain}

AssociatedDomain ATTRIBUTE
WITH ATTRIBUTE-SYNTAX iabStringSyntax

For exanpl e, the organi sational entry:
Uni versity (bllege London, (B

woul d have an attribute:
AssociatedDomain = UCL.AC.UK

Simlarly, an RFC 822 mail box attribute is used to link entries of Person
(bject Qass totheir associated NS entry. This attribute is defined in the
(Cbsine and Internet Naming Architecture [ BHKO1] .

Gonversel y, there are pointers fromthe IINS represented tree into the or-
gani sational X 500 O T

AssociatedName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX distinguishedNameSyntax

This attribute is associated with the Donain object class.

This entryis used to provi de linkage fromthe NS X 500 H erarchyintothe
organi sational X 500 hierarchy. Were such entries do not exist, attributes
in the INS entry (such as phone nunber) may be used. It is recormended

that information is not duplicated. The preferred setup is for the IINS
attributes to be rather skeletal, with pointers into the organi sational X 500
oOT

For exanpl e, the domai n UQL. AC UKwoul d be representedin the I Tas:
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Donai nConponent XX, Thnai nConponent =AC,
Donai nConponent =K

This entry would have init an AssociatedNane attribute wth val ue:
Uni versity (bllege London, (B

This exanpl e shows a sinple case with 1: 1 linkage. There are cases where a
dorai n mght be associated with mil tiple organisations, or an organi sation
with ml tiple domains.

12 Concl usions and proposals for eval uation

Experinents shoul d be undertaken to determmne the practicality and utility
of this scherme, in a pilot environnent. Apossible approachto this experi-
mentationis described in Appendix A

(bject Identifiers have been assigned for this purpose in the Cosine and
Internet Naming Architecture [ BHKO1].
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13 Security (bnsiderations

This neno does not directly address security issues. However, due to the
facilities of X 500, this proposal could lead to a more secure way to access
and manage domain i nf ormati on.
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A Possible Depl oynent Approach

This appendi x notes a possible approach to deploying an experinent to
eval uate this nechani sm The foll ow ng conponents of a possible experinent
are noted.

1. User tool. This will take a domain or mail box as input. This will be
lookedup inthe IIT This tool shoul d be capable of::

o Attenpting to correct user input

e Helping browsing

e Looking up information associated with the domain (or mail-
box) and associated nane, in particular the manager (of both

domain and associated nane) and infornation on the manager
(e.g., phone nunber and mailbox).

e Supply IINS records

e Handle IN ADDR. ARPAinverse 1 ookups if supplied with an IP
Address

e Look up networks

2. Aprocedural library to all owuser interfaces to make easy use of these
facilities.

3. Zone transfer tool. This will use the zone transfer protocol to transfer
information between a I5A and Ibmai n Naneserver. Wen writing
to the IBA attributes in an entry which are not INS records shoul d
remai n unt ouched.

4. linkage patching tool. Wen the organisational M Tis established,
associated domainpointers are usuallyinserted. Atool canbe witten
tosearchthe M Tand insert the reverse pointers.

5. DN\S Minager Tbol. This will allowuser addition of additional infor-
mationinto the INS part of the I'T Astandard DUAcan probabl y
be used for this.

6. Milbox downl oad tool. This will all owdownl oad of 1ocal mail boxes,

with pointers to the user entries.

7. Fml ation IIN\S Server, using the O rectory as a database. The server
shoul d maintain a permanent connectiontoits local IBA As thereis
no OBl bind, the response of this server can be at least as fast as a
nornal NS server. There can be two variants of this server.

(a) sing alocal DBAas alocal database but using INS distributed
operations.

(b) Db all lookups inthe directory (using Hrectory Dstributed G-
erations).
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An initial experiment is straightforward. The Zone Transfer ol (3) can
be used to downl oad a large part of the IINS space into asingle DBA(there

will be sone restrictions, as parts of the IINS hierarchy do not permt zone
transfer). This can be used repeatedly to maintain the information. The
linkage patching tool (4) can be used to put in pointers to parts of the
IOT The user tool can then be used (by all sites participation the the
directory pilot) to look up domininformation. This will allowthe utility
of the approach to be evaluated. The manager tool (5) will allowextra
informationto be added to parts of the IINS tree.

The next stage will be to distribute the DNS part of the I Tover multiple
IBAs using Drectory distribution techni ques.

The erml ation IINS Server (7) will be useful to ensure that equi val ent func-
tionality is being offered by the Directory. It can also be used to examne
performance diflerences.

A final step is to master some parts of the IINS hierarchy in the II'T
Because of the zone transfer techni que, this will be entirely transparent to
the DN\S user. Minagernent benefits can then be exam ned.
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