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Introduction
The purpose of this document is to provide a general overview of MsgViewer Pro.

MsgViewer Pro is a viewer and file extractor for .msg files created by Microsoft Outlook, including those
formatted as email messages, contacts, and tasks. It will also display the contents of .eml files. If Mapi is
installed on the computer, MsgViewer can also display the contents of .pst files.

Installation
To install MsgViewer Pro, run the installer and follow the prompts.

MsgViewer will place an shortcut on the desktop, and will install itself in the following directory:

"C:\Program Files\Encryptomatic, LLC\Encryptomatic MsgViewer Pro 3.0.1\MessageViewerPro.exe"

Languages
Presently, supported languages are:

English (American), French, German Russian, and Spanish.

If you encounter a misspelling or inappropriate label in your language, we encourage you to email our
support team with the correction so that we can fix in the next product build.

MsgViewer will

"C:\Program Files\Encryptomatic, LLC\Encryptomatic MsgViewer Pro 3.0.1\MessageViewerPro.exe"

Windows Server
This discussion is intended only for users who will deploy MsgViewer in a Windows Server environment.
If this does not describe your environment, please continue to the next section.

It is our intention that MsgViewer Pro work well in a Citrix or Terminal Services environment. Please
report any difficulty with deployment or installation in this environment to
support@encryptomatic.com. We are always open to ideas to simplify or improve MsgViewer for this

environment.

When installing MsgViewer Pro on Windows Server, an issue may arise in the “export to PDF”
functionality if Data Execution Prevention is set “off.” This may be addressed by configuring DEP to “on”
or better yet, add the msgviewer executable as an exception.
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Checking DEP (Data Execution Prevention) settings:

1. Start -> Settings -> Control Panel -> System.

2. Click the Advanced tab and, under Performance, click Settings.

3. Click the Data Execution Prevention tab.

4. DEP should be turned off. You may be able to turn it off using a check box. Alternatively, turn it off

this way:

- Open boot.ini file
- In the "[operating systems]" section add loading flag "/NoExecute=AlwaysOff"
example:
[operating systems]
multi(0)disk(0)rdisk(0)partition(2)
\WINDOWS="Microsoft ..." /fastdetect /NoExecute=AlwaysOff

Virus Protection Considerations
Be aware that some anti-virus programs are activated when MsgViewer accesses email messages. If

your cache of email messages contains viruses, MsgViewer may be prevented from operating, and the
results may vary. Sometimes the anti-virus will pop a warning; it might simply scan in the background; it
may slow the operation of MsgViewer; or it may cause MsgViewer to terminate.

Although we do not recommend terminating virus protection, you can significantly reduce the potential
for conflict by performing a complete virus scan of the entire message cache. Your scan should include a
search for “phishing” messages (phishing emails attempt to entice the recipient to click on a link which

takes them to a fraudulent or virus compromised website).
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MsgViewer Main Window Elements

g Encryptomatic MsgViewer Pro 3.0.1 ’ E@&J
File View Edit Application About
i =1 N TN |
2| @ R [ et e
Open File Close Save msg Files Tab h Export list K
i L Click on tab to select
—_— —. Allows navigation to a | pate: | To:
Files " Favorites=—

2006, 04.28 ... darrenglend Message —show formatted

i : o how p...
B [Desktop| directory of email files. 2 e e contents
H Darren . .
d e Favorites r 2006, 01.25 ...
k. Eubbc o oft 1935, 08.01 ... darren@len
1% Computer Allows specific files to be e S e ey .
2-& Local Disk (C:) Message Header—display the
- $UPGRADE.~OS book marked for later o ) ) o
@ L .gaim Sent: 1935, 08.01 Thu, 14:07] internet header information, if
Include access.
E-di 123 Time Zone: -06:00, any.
- | BounceBack Subject: best oemsoft 3
Subfolders. 1
H Brother : 3 -
MsgV|ewer & cabs | Message < Message Header Extepded Messag_e Prc_:_pertles Extended Properties:
. - L CMPNENTS F-__nameid_wversion1.0 2 . ) .
will search - Config.Msi MESSAGE CLASS 7] Property ID: 0x0D03B0102 For .msg files, will display
recursive 2l C5 OURECE /5| Property Value: contents of selected extended
. . e LA Drvery ; ~EEMES S NERES ol | [ sMTP:KICXQFQQHLG@BPRESSITALIA.CO ) ]
directories SUBJECT_PREFIX — mapi propert|e5_
: [¥] Include SubFolders ~RECEIVED_BY_ENTRYID
for email - RECEIVED_BY_NAME
files. & Attachments SENT_REPRESENTING_ENTRYID
- SENT_REPRESENTING_NAME
- RECEIVED_BY_SEARCH_KEY
SENT_REPRESENTING_ADDRTYPE
- SENT_REPRESENTING_EMAIL_AD
- CONVERSATION_TOPIC E -

4| nn b 1 b

Messages found: 72 C\Users\Darren'\Desktop\test messages'\best oemsoft.msg

List of files attached
to the email, if any.

The following shortcuts are available:
Ctrl-A - select all messages

Ctrl-Alt-A - check/uncheck messages

&encypromatc ©2008All RightsReserved. ~~~ Page6



44 Encryptomatic MsgViewer Pro 3.0.1

= | E ||

File View Edit Application About

A R S Cevem £oeo_ss_ g

. ” : ] 3
-'}'_Q La - \J)fl “ \/l Empty Copy To
Open File Close Save msc h:gr;:r Search Export list
e Standard email | subject: [ pate: [To: E
— - . . a@coms... FW: partner pro... 2007, 11.13 Tue... darren@en
j Ea”elg Leno <‘:a"en@@e':°u:mma"“ fields shown here. kol-a@t... Re: project 2007, 11.22 Thu... Darren LenlE|
e I L ownin crelinsianigenencs.c |
i Fbn Colocontrncal il @encry... RTF formatted ... 2007, 11.26 Mo... 'tests@enc |
= Good HTML htrecore... HaTsxHbie MoTo... 2008, 01.21 Mo... support@e _

B

From: Darren Leno <darren@encryptomatic.com:
To: 'testS@encryptomatic.com’
CC:

Subject: HTML formatted email

Sent: 2007, 12.06 Thu, 14-

Time Zone: 0

“ Message < Message Header < Extended Message Properties -

. J Date email was sent. If

possible, Time Zone

offset is recovered and
displayed, and may be

HTML Formatted Email.

This is RED, 26 pt

Dassen Lemo
President
@ encryptomatic

Encryptomatic LLC
810 4th Ave

(] 1 *

4 Attachments:

Messages found: &

adjusted to your local
UTC time.

Formatted email contents
are displayed in Message
view tab.

;:\User.s\Darran\AppData\Roaming\MSGView\Favorites\\{EEEDO393-lZDC-4285-8}\38-D402&4C1A857}\HTMLFormattad email. | I
—

~\

Displays the number of

messages in the list. file.

Displays direct path to the selected

Email List

The email list is where MsgViewer will display the emails it has found. The list may include all of the files
from a directory (and possibly recursive subdirectories). If you have performed a ‘search’, then any files

that meet your criteria will be displayed here.

Check box to select
email(s) for processing.

Click on any column header to
sort the list.

7
i //@/I/Fram: | Subject: Date: /1 To: -
il/ (i Darren Leno <darren@encry... A .msg file crea... 2008, 01.21 Mo... 'Encryptom _
O= [ Ahuja, Jenny q%@coms... FW: partner pro... 2007, 11.13 Tue... darren@en|
e Aoy Colenlosy Loml  —mn b Do mroioe b A7 11 3 Tha Do L—2

To display a message,
click onitin the list.
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Main Toolbar Functions
The following describes the main toolbar menu of MsgViewer and the functions they provide.

Close

4] Encryptomat

MsgViewer

gViewer Pro 3.0.1

message(s)

Print selected

Print internet header

(if any) of selected
email.

==

Copy selected email(s) to a
selected directory.

File VWiew Edit ‘tpplication About

=

Open File

Close

] Lo

\
'

Print msg

4

Print
b Search

|

Export

Empty

list Copy To

|

Navigate and
select an
individual email
or pst file.

Search

Save Msg — Save text
content of message.
Save header — Save
internet header (if
any) to text.

Search all emails
shown in the email
window. Replace
current list with a list
of emails matching
your criteria.

Export selected
message(s) to PDF,
GIF, TIFF, JPG or TXT
format.

Clicking on the Search button from the main toolbar will invoke the Search Dialog window.

Search Dialog Lx ] .. ope
: Limits search to specific
_Search in: ) )
[€:\WsersiDarrenipesktop email format.
¥ Include SubFolders Search for: [v] *.eml [¥] *.msg [ *.pst — 1

From:

mydomain.org
Whole word only

To:

Whole word only

From date:

11/2008 |

Searching directory:

Messages Found:

Search criterias:

Subject: Header Text:
Whole word only
CC: Message Text:
Whole word only
To date: /
1/24/2008 -
0

V] Close dialog after the search completes

| Stop and close |

| Clear |

‘ START SEARCH

) Enter search field criteria

— 1

//J Restrict search by date

% Begin the search

@ encryptomatic
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P

Clear all search fields

Stop search if in progress and

close search window.
Ex

To access the Export Manager, select the Export button from the main toolbar. The Export Manager
allows you to export selected emails to an image format (PDF, JPG, BMP, PNG, TIFF, GIF) or to a text file

(TXT).

Custom Bates Stamp Formatting

MsgViewer allows you to apply “Bates Stamp” style file naming to the selected messages.

Export manager @J

Destination folder: CilUsers\Darren\Desktap ‘

N\

Select the folder were the image files will be
written.

L ——1

Give exporting file the same name as the Email

Transfers name of email file to the image

file.
¥| Use custom naming scheme for exporting files
Text prefix JOHNS OMN-CASE- (if none, leave blank)
o i / Apply “Bates Stamp” style numbering and
=) Incrementally number files, beginning at 1.000 . . .
: incrementing to file names.
Letter prefix Beginning at:
NONE | 0no ~|
Exportto: |poF -
; ; JPG

[~ Extractfile attachrments from the email EME
I Ingertthis file name on the top line of the file Start |FMNG = I

b 7 \‘ Select the output format

GIF

pOE =

Extract file attachments: MsgViewer will create subfolder in the directory you

select and will place in it any email file attachments. The sub directory will
have the same name as the image file.

Insert this file name on top line of the file
MsgViewer will insert the original name of the file at the top of the image.
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Command Line Switches

Examples of MsgViewer command line options

Disable
-OF

Disable
-C

Disable
-SM

Disable
-SH

Disable
-PM

Disable
-PH

Disable
-S

Disable
-E

Disable
-APP

"Open File"

"Close"

"Save MSG"

"Save Header"

"Print Message

"Print Header"

"Search"

"Edit Menu"

"Application" Menu

Command line Examples

This example runs MSG File Viewer and it disables all main options:
"C:\Program Files\Encryptomatic, LLC\Encryptomatic MsgViewer Pro 3.0.1\MessageViewerPro.exe" [-SM-SH]

[-SM-SH-PM-PH-S-E-C-APP]

This example also runs MSG File Viewer and it disables "Save Body"and "Save Header"
menus only:
"C:\Program Files\Encryptomatic, LLC\Encryptomatic MsgViewer Pro 3.0.1\MessageViewerPro.exe" [-SM-SH]

Commands must be entered in UPPER CASE mode.
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Drop Down Menu Functions

44] Encryptomatic MsgViewer Pro 3.0.1

|Fi|n.=-_ View Edit Application About

This section applies to the drop down menu functions along the top edge of the viewer window. They
are selected by clicking on the menu.

File Menu
[ Open Email File
44 Encryptomatic MsgViewer Pro 3.0.1 Allows user to navigate to a specific email file (.msg, .eml
[File | view Edit Application Aboutf or .pst).
Open EMail File i
Export Message to Text

Export Mess To Text . .
port iessage To 1€ 1 Will export the contents of the message to a text file.

Export Header To Text
Export to .csv Export Header to Text

Print Message =l Will export the internet header (if any) of the selected
Print Message Header 2 email to a text file.
= = - i
File Maming Utility Export to .csv
Exit This function will export the major fields of the selected

' email message(s) to a .csv file. This file can then be
imported into a spreadsheet or database file.

Print Message
Causes the message to be sent to the local printer.

Print Message Header
Causes the internet message header (if any) to be sent to the local printer.

File Naming Utility

Often when email messages are saved in .msg or .eml format, the email title is assigned as the name of
the file. File Naming Utility allows the user to apply a “bates stamp” style naming system to all the files
in the directory in order to impose order and make it easier to reference emails. Use care, as the
renaming cannot be reversed.
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View Menu

This menu offers a toggle to switch between email header and email message modes.

Application Menu

The Application Menu allows the user to register (or unregister) MsgViewer Pro as the default
application for .MSG files, .EML files, or both. In this version, there is no function to allow setting
MsgViewer as the default for .PST files.

Edit | Application | About |

*M5G File Viewer
*EML File Viewer

Register as default viewer for *.msg files

@ Unregister as default viewer for *.m=qg files

About Menu

The About Menu is a link to internet assistance and displays the application copyright information.

Common or Useful Tasks

Copy Specific Messages to a Separate Directory
After sorting through emails, it may be desirable to copy a group of messages to a new directory for
further analysis or processing. MsgViewer Pro can do this quite easily.

First, select the messages you wish to copy. There are two ways to select messages of interest:

1) By placing a check opposite the message.
| @ | @ [From: | subject: | pate: | To:

[w] member-support@gocy... Thank you for r... 2007, 09.23 ... omejdell@broadpar...
Wil [l Ahuja, Jenny <jahuja@... FW: partner pro... 2007, 11.13 ... darren@encryptom...

(= Darren Leno <darren@e... OQutDisk 2008, 02.05 ... 'Andy Boyd'

2) By holding down the shift key and selecting a range of messages.

0 | 0| From: | subject: | pate: | To: | cc:

Next, select the Copy To button, and navigate to the directory where you want the email messages to be
copied.

MsgViewer will create a copy of the messages. It does not move or delete the selected emails.
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Assistance

Users of MsgViewer Pro who need assistance may obtain it through several ways.

Open a help ticket by visiting http://www.encryptomatic.com/support

Email your question to support@encryptomatic.com

Forum support from our employees and other users is available at
http://www.encryptomatic.com/forum

Customization
If you require customization of MsgViewer Pro, we would like to discuss your project. To receive a bid,
please contact sales@encryptomatic.com.

Customization projects are approached on an individual basis, and our ability to take on such a project
depends on the level of difficulty and where we are in the development process for our other projects.
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