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Abstract

Wepresentadistributedefficiently amortizableCPUcostfunctionwith notrap–door. Theabsenceof a trap–door
allowsusto avoid needingto trustany party.

Applicationsfor suchcost functionsare in distributed documentpopularity estimation,and meteringof web
advertising.Noneof theserversinvolvedhave any advantageover usersin computingthecostfunction.

The amortizedtoken hasa small fixed sizedrepresentationindependentof the amortizedvalue. The valuation
functionis efficient.

Limits canbeplacedon theresourceswhich canbeexpendedin computingthecostfunctionto prevent theuser
inflating thevalueof his contributionby usingmoreCPUtime thantheexpectedtokenvalue.

Theamortizedpartof thecostresultcanbeblindedsothatclientscannotobtainservicebut avoid contributing to
theamortizationby expendingmoreresourcesthantheexpectedtokenvalue.

Interactive andnon-interactive variantsof the costfunction canbe constructedwhich canbe usedin situations
wherethe server can issuea challenge(connectionorientedinteractive protocol), and where it can’t (wherethe
communicationis store–and–forward,or packet oriented)respectively.
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1 Intr oduction

CPU costfunctionshave beenproposedby Dwork andNaor in [2], andby Back in [1] to limit systematicabuseof
unmeteredinternetresourcessuchasInternetemail,andanonymousremailers.FranklinandMalkhi in [3] proposea
(non–amortizable)distributedwebusagemeteringschemebasedon incrementalcostfunctions.JuelsandBrainardin
[4] exploretheapplicationof costfunctionsto frustratingtheconnectiondepletionattack– aclassof denialof service
attackon connectionorientedprotocolssuchasTCP/IPandSSL/TLS.

2 Cost Functions

A cost functionshouldbe computationallycheapto verify, but parameterisablyexpensive to compute. We usethe
following notationto definea costfunction.

In the context of costfunctionswe useclient to refer to the userwho mustcomputea token (usuallydenoted
�
)

usingacostfunctionMINT() which is usedto createtokensto participatein aprotocolwith aserver. We usetheterm
mint for thecostfunctionbecauseof theanalogybetweencreatingcosttokensandmintingphysicalmoney.

The server will checkthe valueof the token usingan evaluationfunction VALUE(), andonly proceedwith the
protocolif thetokenhastheexpectedvalue.

Thefunctionsareparameterisedby theamountof work � that theuserwill have to expendon averageto mint a
token.

With interactivecostfunctions, theserver issuesa challenge� to theclient– theserverusestheCHAL ��� function
to computethechallenge.(Thechallengefunctionis alsoparameterisedby thework factor.)�� � �
	 CHAL ����� serverchallengefunction� 	 MINT �
��� mint tokenbasedon challenge� 	 VALUE � � � tokenevaluationfunction
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With non-interactivecostfunctionstheclient chosesit’s own challengeor randomstartvaluein theMINT() func-
tion, andthereis no CHAL() function.� � 	 MINT ����� mint token� 	 VALUE � � � tokenevaluationfunction

Clearlyanon-interactivecostfunctioncanbeusedin aninteractivesetting,whereastheconverseis not possible.

2.1 Known solution� A known solution costfunctionis a costfunctionwheretheserverknowsor cancheaplycomputetheresultof
thechallengeit issues.

Wherewe canrely on an interactive protocol,the challengercanissuethe client with a challengewith a single
known solution.A simpleway to createknown solutioncostfunctionsis to basethemona trap-doorproblemsuchas
thefactoringproblem. �������������� �������������

PUBLIC: ��	����
PRIVATE: primes� and ������������	 �!�#"%$&�'�
�(")$*�
�
	 CHAL ����� choose+-,/.%0 12�3���

return ��+4�3���� 	 MINT ����� compute 56	7+48:9 ��;=<?>@���
return ��5��A���� 	 VALUE � � � if + 8A9 	 � ��;=<�>B��� return �
elsereturn 1

Theclientdoesnotknow ������� , andsothemostefficientmethodfor theclientto calculateMINT() is repeatedexpo-
nentiation,which requires� exponentiations.Thechallengerknows �C����� which allowsa moreefficient computation
of +48A9@;=<?>=� , namelyreducing +*DE;=<�>F�C����� , so the challengercanexecuteVALUE() with 2 modularexponen-
tiations. The challengerasa side-effect hasa trapdoorin computingthe cost function ashe cancomputeMINT()
efficiently usingthesamealgorithm.(Thiscostfunctionis relatedto aconstructRivestetal usedfor time-lock puzzles
in [5].)

2.2 Publicly Auditable, Probablistic Cost� A publicly auditablecostfunctioncanbeefficientlyverifiedby any third partywithout accessto any trapdoor
or secretinformation. (Whenwe saypublicly auditablewe meanimplicitly that thecostfunction is efficiently
publicly auditable,all costfunctionsarepublicly auditableby definition,astheauditorcanjust repeatthework
doneby theclient.)� A fixedcostcostfunction takesa fixedamountof resourcesto compute.The fastestalgorithmto mint a fixed
costtokenis adeterministicalgorithm.Thefactoringbasedcostfunctiongivenabove is fixedcost.� A probablisticcostcostfunctionis onewherethecostto theclientof mintingatokenhasapredictableexpected
time,but arandomactualtimeastheclientcanmostefficientlycomputethecostfunctionby startingatarandom
startvalue.Sometimestheclientwill getlucky andstartverycloseto thesolution.

Therearetwo typesof probablisticcostboundedprobablisticcostandunboundedprobablisticcost.

– An unboundedprobablisticcostcostfunction,canin theorytake forever to compute,thoughtheproba-
blity of takingsignificantlylongerthanexpectedshrinkslogarithmically. (An examplewould bethecost
functionof beingrequiredto throw a headwith a fair coin; in theorythe usercouldbeunlucky andend
up throwing thousandsof tails, but in practicethe probability of not throwing a headfor G throws tends

towards1 rapidlyas HJIK;FL'MONQPR L 	S1 .)
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– With a boundedprobablisticcostcost function thereis a limit to how unlucky the client canbe in it’s
searchfor the solution; for examplewherethe client is expectedto searchsomekey spacefor a known
solution;thesizeof thekey spaceimposesanupperboundon thecostof finding thesolution.

JuelsandBrainardin [4] giveacostfunctionthey call a clientpuzzle.
Client puzzlesare interactive, known solution, trapdoor, cost functionswith boundedprobablisticcost. Client

puzzlesarenotpublicly auditable,becauseprivateinformationis requiredto verify them.(Notethesecretkey material
usedin the client puzzleJuelsandBrainardproposeis introducedonly asan optimizationto avoid needingto keep
state.If thisoptimizationwereremovedtheresultingcostfunctionwould bepubliclyauditable.)

Client puzzlesretain the trapdoorproperty, in that the server can cheaplymint tokens,althoughthe ability to
cheaplymint tokensdoesnot derive from privatekey material.Thetrapdoorpropertyderivesfrom thefactthatclient
puzzlesareinteractive,known solutioncostfunctions:theserverknowsthesolutionto thepuzzleat thetimeit creates
thepuzzle.

First we introducesomenotation:considerbitstring T(	 U*12�V$XWVY , we define 0 T�Z\[ to meansthebit at offseti, where0 T'Z P is theleft-mostbit, and 0 T�Z^] _`] is theright-mostbit. 0 T�Z\[�ababa c meansthebit-wisesubstringbetweenandincludingbitsd
and e , 0 T'Z\[�ababa cf	 0 T�Z\[�g�hJhKhigj0 T�Zkc . So T(	l0 T'Z P ababa ] _`] .

Theclient puzzlecostfunctionis:���������������������� ���������������������

PUBLIC: hashfunction m��
� with outputsize G bits
PRIVATE: serverseedkey T
�
	 CHAL ����� choose+n,/.oU*12�V$XW L

compute 56	pm���T�g`+2g`���
compute q#	Sm���5��
set �6	r0 52Z Dts P ababa L
return �!���3qu�3+4�A���� 	 MINT ���V� find v=, . U&12�V$XW*D st q#	Sm���vug^���
set 5iw�	xvug^�
return ��5�w
�Aqu�3+4�3�(�� 	 VALUE � � � if q#	xm���5�wK� and 5iw�	xm��
T�g`+2g'��� return �
elsereturn 1

JuelsandBrainardalsogive a methodfor reducingthe varianceof the boundedprobablisticcostof their client
puzzles.Thetechniqueis to composeeachpuzzleof a numberof subpuzzlessuchthattheexpectedcostremainsthe
same.Thispropertycanbeusefulin interactivesettingswhereyoudon’t wanttheuserto experiencelargevariancein
latency.

2.3 Trapdoor-fr ee

A disadvantageof known solutioncostfunctionsis that the challengercancheaplycreatetokensof arbitraryvalue.
This precludespublic auditwheretheservermayhave a conflict of interests,for examplein webhit metering,where
theservermayhaveaninterestto inflatethenumberof hitson it’spagewhereit is beingpaidperhit by anadvertiser.� A trapdoor-freecostfunctionis onewheretheserverhasno advantagein minting tokens.

An exampleof a trapdoor-freecostfunctionis theHashcash[1] costfunction.
Hashcashis anon-interactive,publicly auditable,trapdoor-freecostfunctionwith unboundedprobablisticcost.

Wedefineapairof binaryinfix comparisonoperatorsy z|{!}	�~ whereb is thelengthof thecommonleft-substringfrom

thetwo bit-strings,and ��� �:� }	�~ is thelengthof thecommonright-substring.

5 y z|{!}	���q 0 52Z Pn�	r0 q�Z P5#y z|{!}	�~�q �t[J� P ababa ~�0 52Z\[�	 0 q�Z\[
5#��� �:� }	���q 0 52Z^] ��] �	l0 q�Z|] ��]5#��� �:� }	 ~ q � [J� P ababa ~ 0 52Z^] ��] s P�� [ 	r0 q�Z|] �X] s P�� [
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Hashcashis computedrelative to a service-nameT , to preventtokensmintedfor oneserverbeingusedon another
(serversonly accepttokensminted using their own service-name).The service-namecanbe any bit-string which
uniquelyidentifiestheservice(eg. hostname,or emailaddress).

Thehashcashfunctionis definedas:��������� ��������
PUBLIC: hashfunction m���� with outputsize G bits

� 	 MINT ��T��A��� find 5�, . U*12��$�WVY st m���T&�Cy z|{!}	 D m���T�g`5��
return ��5���T&�� 	 VALUE � � � m��
T*�Cy z|{!}	��jm���T�g'5��
return �

Thehashcashcostfunctionis basedonfindingpartial hashcollisions. Thefastestalgorithmfor computingpartial
collisionsis bruteforce. Thereis no challengeastheclient cansafelychoosehis own randomchallenge,andso the
hashcashcostfunctionis a trapdoor-freeandnon-interactivecostfunction.

In additiontheHashcashcostfunction is publicly auditable, becauseanyonecanefficiently verify any published
tokens.

(In practice � 5C� shouldbe chosento be large enoughto make the probability that clients collectively reusea
previouslyusedstartvaluenegligible; � 5���	l$&�X� bitsshouldbeenoughevenfor abusyserver.)

The server needsto keepa doublespendingdatabaseof spenttokens,to detectandrejectattemptsto spendthe
sametokenagain.To preventthedatabasegrowing indefinately, theservicestringcanincludethetimeatwhich it was
minted. This allows the server to discardentriesfrom the spentdatabaseafter they have expired. Somereasonable
expiry periodshouldbechosento take accountof clock inaccuracy, computationtime,andtransmissiondelays.

Hashcashwasoriginally proposedasa counter-measureagainstspamin email, andagainstsystematicabuseof
anonymousremailers.It is necessaryto usenon-interactivecostfunctionsfor thesescenariosasthereis nochannelfor
theserver to sendachallengeover. Howeveroneadvantageof interactivecostfunctionsis thatit is possibleto prevent
pre-computationattacks.For example,thereis a costassociatedwith sendingeachemail,which tendsto discourage
emailabuse;howevera determinedadversarymayspendayearpre-computingtokensto all bevalid on thesameday,
andon thatdaybeableto overloadthesystem.

It would be possibleto mitigate the pre-computationattackby usinga slowly changingbeacon(unpredictable
broadcastauthenticatedvaluechangingover time) suchassaythis weekswinning lottery numbers.In this event the
publicvalueis includedin thestartstring,limiting pre-computationattacksto beingconductedwithin thetimeperiod
betweenbeaconvaluechanges.

2.4 Non-interactive and boundedprobabilistic cost

The following costfunctionachievesboundedprobabilisticcostin the non-interactive settingby usinga kosherized
(verifiablyfairly chosen)choiceof randompermutationwith chosenpermutationsize.Blowfishis givenasanexample
of a block cipherwhich canbereadilygivena reducedkeyspaceto provide a reducedsizedfair randompermutation.
It’ss-boxesandkey arechosenusinganefficientkosherizedalgorithm.It is necessaryto kosherizetheselectionof the
s-boxes,otherwisetheclient mayfind a way to maliciouslyselectans-boxdefininga family of permutationswhich
he cancomputethe desiredpermutationinvariantmoreefficiently thanby brute force. It is necessaryto choosea
differentrandoms-boxfairly for eachtoken, becausethe reducedkey spacewould make usingthe sames-box,or
relateds-boxesopento pre-computationattacks.

We introducea namingschemefor blowfishvariants:BF-KDF( T )- � , whereKDF is a key derivationfunctionused
with seedT to selectkosherized(verifiably fair) s-boxvalues. � is the blocksize,andmustbe a multiple of 8-bits.
Sostandardblowfishwould bedenotedBF-DIGITS( � -3)-64,whereDIGITS() is a KDF which returnssuccesivebits
from thebinaryfractionrepresentationof thefloatingpoint seedvalue.

Thenwedefineafamilyof reducedroundkosherizeds-boxblowfishvariants:BF-SHA1KDF( T )- � , whereSHA1KDF( T )
outputsSHA1(

d g�T ) on it’s i-th invocation.The18 p-arrayand � ~� � R s-box ~R -bit valuesareselectedfrom theoutputof
theKDF.

Whatinvariantcanweusefor this?
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2.5 Non-interactive and fixed cost

Thefollowing costfunctionachievesfixedcostin thenon-interactivesettingby usinga kosherizedchoiceof random
permutationandkey with reducedkeyspace.

For this we needa singlesolutionproblem,which requiressearchof the entirekey space,no matterwherethe
client choosesto start,andwhich is efficiently verifiable.

Thepermutationinvariantis to find (hmmm...think aboutthis).
DES invariant they useddeepcrackto find? Will this invariantwork for reducedkey spaceDES?Can DES’s

keyspacebereducedefficiently? (Is thereanefficient securefair s-boxselectionalgorithm,or at leastfastenoughfor
thereducedkeyspacesneeded?)

Othergenericpermutationinvariant?

2.6 Amortizable� A probabilisticly amortizabletoken is onewherethereexists an efficient algorithmto combinetokensinto a
singletokenwith workablycompactrepresentationwith valuewhichprobabilisticlyapproximatesthecombined
value.Repeatedlycombiningthesametokensagainor combiningthetokenwith itself shouldnot increaseit’s
value.� A publicly amortizabletokenis onewheretheamortizationfunctiondoesnot requireany privateinformation.� A publicly auditableamortizabletoken is onewherethe amortizedtoken’s value is efficiently verifiableby
anyonewithoutany privateinformation.

Non-interactiveAmortizableHashcashis a non-interactive,publicly auditable,trapdoor-free,unboundedprobab-
listic cost,probabilisticlyamortizablecostfunction.

Theamortizablehashcashfunctionis defined:������������� ������������

PUBLIC: hashfunction m��
� with outputsize G bits

� 	 MINT �
T��3�(� find 5�, . U&1���$XW&Y st m��
T*�Cy z|{!}	 D m��
T�g'5��
return �
T��A5��� 	 VALUE � � � m���T*�Cy z|{k}	���m��
T�g`5u�
return � � �� 	 � P�� � R if VALUE � � P �¡  VALUE � � R � return � � P �
elsereturn � � R �

For applicationssuchasweb metering,the Non-interactive AmortizableHashcashprotocol hasa weaknessin
that the protocolallows forms of cheatingcalledunder-contributing andover-contributing by clients. With under-
contributing the client spendssomeextra computationto ensurethat he minimally complieswith the token value
required,to avoid contributing to theamortizedvalue.

The converseclient actionof over-contributing may sometimesbe consideredan attack,dependingon the use.
For web metering,wherethe amortizatedtoken is intendedto measurehits served by a web hostingservice,over-
contributingcouldbeaproblem,asusershavetheability to inflatethemeasurementof web-hits.Over-contributingas
suchcannot beprevented,astheusercansimply requestthedocumentmultiple times.But thereremainssomevalue
to defendingagainstover-contribution,asthe userhasto downloadthewholedocumentwhich is an additionalcost
for theuser(andthehostingservice),andtheserver canto someextentdetectandrefusemultiple downloadsby the
sameuser.

For distributeddocumentpopularitywherethe estimateof hits served is not relevant, over-contributing may be
encouragedasa morebandwidthefficientway for usersto ratedocuments.� A fair amortizablecost function is one where the client can not under-contribute. Over-contributing may

optionallybeallowed.
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To simultaneouslyachievebothdocumentpopularitymetriccollectionandamortizabledocumenthit statisticswe
would usea pair of tokens:a non-interactiveamortizabletokenfor documentpopularity, anda fair amortizabletoken
for hit statistics.Both tokenswould beindependentlyamortized.

InteractiveFair AmortizableHashcashis aninteractive,publicly auditable,trapdoor-free,unboundedprobabilistic
cost,fair probabilisticlyamortizablecostfunction.

TheInteractiveFair AmortizableHashcashfunctionis definedbelow.������������������������� ������������������������

PUBLIC: hashfunction m��
� with outputsize G bits

�
	 CHAL �
T��A��� choose�`w/, . U*12��$�WVY
compute �¢	xm��
T�g��'wK�
return �
T��:�*�A���� wu	 MINT ����� find 5�,/.oU*12�V$XWVY st � y z|{k}	 D m��
T�g��Xg'5��
return �
T��:�*�A�O�35u�� 	 UNBLIND � � wK� return �
T��:�`w
�3�-�35��� 	 VALUE � � � compute �¢	xm��
T�g��'wK�
if � �y z|{!}	 D m���T�gV�Xg`5u� return 1m��
T�gV�Xg`5u�C��� �A� }	�£n� w
return ��� �o¤ �� 	 � P � � R if VALUE � � P �¢  VALUE � � R � return � � P �
elsereturn � � R �

Somenoteson thedesigncriteriafor Fair AmortizableHashcash:� Thecostof theverificationfunctionis minimised.Theverificationfunctioncosts2 m��
� operations.� The server shouldnot be able to trick usersinto computingtokenson otherservice-names.T is includedinm���T�gV�Xg`5u� for this reasoneven thoughthe service-nameT will later becomeapparentwhen � is unblindedas�¡	pm���T�g��`wK� .� Thereshouldbeno computationaladvantagefor theserver, soto obtaina tokenof value � 	¥� �¦¤ theserver

shouldbeforcedto doanaverageof �XDts £ trial compuations.The �¢	xm��
T�g��'wK�'�A§¨	xm���T�g��Xg'5��`���©y z|{!}	 D § ��� �:� }	 £ �`w
constructensuresthis. Changingany of the values T , �`w or 5 ( � is changedby changing �`w ) in any of the
correspondingexpressionsfor calculating� , § or �`w hassideeffectsonatminimumoneof theotherexpressions.
This propertypreventstheserver finding a pair of collisionsandthenvaryingan independentparameterin the
final expressioncalculationto match,which wouldadmita �XD � � £#ª ��Dts £ work factorattack.� The parametersT , �'w and � areall hashedbeforeor during beingusedto find a collision. This ensuresthat
similar service-names(service-nameswhich arepre-fixesof otherservice-names),andsimilar blinding values
don’t offer the attacker any reductionin work factorby combininghis attemptsto createtokensfor multiple
services.� Notethehashfunctionshouldnotadmitany significantadvantagein computingthehashoperationby chosinga
strideto matchthehashoperationinternalstructure(ie ratherthanchosing5i�O,/.oU*12�V$XWVY and5 [ s P 	«5 [ � $ , use
recurrencerelation 5 [ s P 	l¬���5 [ � with ¬��
� chosento reuseinternalcomputationsteps.Similarly no significant
advantageshouldbeachievedby computinga batchof candidate5 [ valuesin parallel.
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