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Abstract

We preseng distributedefficiently amortizableCPU costfunctionwith notrap—door Theabsencef atrap—door
allows usto avoid needingto trustary party

Applicationsfor such costfunctionsarein distributed documentpopularity estimation,and meteringof web
ad\ertising.Noneof the senersinvolved have ary adwantageover usersin computingthe costfunction.

The amortizedtoken hasa small fixed sizedrepresentatiomndependenbf the amortizedvalue. The valuation
functionis efficient.

Limits canbe placedon the resourcesvhich canbe expendedn computingthe costfunctionto preventthe user
inflating the valueof his contritution by usingmore CPUtime thanthe expectedtokenvalue.

Theamortizedpartof the costresultcanbe blindedsothatclientscannot obtainservicebut avoid contributingto
theamortizationby expendingmoreresourceshanthe expectedtokenvalue.

Interactve and non-interactie variantsof the costfunction canbe constructedvhich canbe usedin situations
wherethe sener canissuea challenge(connectionorientedinteractve protocol), and whereit cant (wherethe
communicationis store—and—forard, or paclet oriented)respectrely.
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1 Intr oduction

CPU costfunctionshave beenproposedoy Dwork andNaor in [2], andby Backin [1] to limit systematiabuseof
unmeterednternetresourcesuchasinternetemail,andanorymousremailers.FranklinandMalkhi in [3] proposea
(non—amortizabledlistributedweb usagemeteringschemebasedn incrementatostfunctions.JuelsandBrainardin
[4] explorethe applicationof costfunctionsto frustratingthe connectiordepletionattack— a classof denialof service
attackon connectiororientedprotocolssuchasTCP/IPandSSL/TLS.

2 CostFunctions

A costfunctionshouldbe computationallycheapto verify, but parameterisablgxpensve to compute. We usethe
following notationto definea costfunction.

In the context of costfunctionswe useclient to referto the userwho mustcomputea token (usually denotedt)
usingacostfunctionMINT() whichis usedto createtokensto participatein a protocolwith aserver We usetheterm
mint for the costfunctionbecaus®f the analogybetweercreatingcosttokensandminting physicalmoney.

The sener will checkthe value of the token usingan evaluationfunction VALUE(), andonly proceedwith the
protocolif thetokenhasthe expectedvalue.

Thefunctionsare parameterisefly the amountof work w thatthe userwill have to expendon averageto mint a
token.

With interactivecostfunctions the senerissuesa challengec to theclient— the senerusesthe CHAL() function
to computethe challenge (Thechallengdunctionis alsoparameterisety thework factor)

¢ =CHAL(w) senerchallengeunction
t = MINT(c) mint tokenbasedon challenge
v =VALUE(¢) tokenevaluationfunction



With non-inteactivecostfunctionstheclient chosest’s own challengeor randomstartvaluein the MINT() func-
tion, andthereis no CHAL() function.

t = MINT(w)  minttoken
v = VALUE(t) tokenevaluationfunction

Clearlyanon-intemctivecostfunctioncanbe usedin aninteractie setting,whereaghe corverseis not possible.

2.1 Known solution

e A known solution costfunctionis a costfunctionwherethe sener knows or cancheaplycomputethe resultof
thechallengat issues.

Wherewe canrely on an interactve protocol, the challengercanissuethe client with a challengewith a single
known solution. A simpleway to createknown solutioncostfunctionsis to basethemon atrap-doorproblemsuchas
thefactoringproblem.

( PUBLIC: n = pq
PRIVATE: primesp andg, ¢(n) = (p—1)(¢g—1)

¢ = CHAL(w) chooser € [0,n)

{ return (r,w)

t =MINT(¢c) computez =7r"" (mod n)
return (z,w)

v=VALUE() ifr™ =t (mod n)returnw
elsereturn 0

\

Theclientdoesnotknow ¢(n), andsothemostefficientmethodfor theclientto calculateMINT() is repeatedxpo-
nentiationwhich requiresw exponentiationsThe challengeknows ¢(n) which allows a moreefficient computation
of r™* mod n, namelyreducingr® mod ¢(n), so the challengercan execute VALUE() with 2 modularexponen-
tiations. The challengeras a side-efect hasa trapdoorin computingthe costfunction as he cancomputeMINT()
efficiently usingthe samealgorithm. (This costfunctionis relatedto a construcRivestetal usedfor time-lok puzzles

in [5].)

2.2 Publicly Auditable, Probablistic Cost

¢ A publicly auditablecostfunction canbe efficiently verified by ary third party without accesgo ary trapdoor
or secretinformation. (Whenwe saypublicly auditablewe meanimplicitly thatthe costfunctionis efficiently
publicly auditableall costfunctionsarepublicly auditableby definition,astheauditorcanjust repeathework
doneby theclient.)

¢ A fixed costcostfunction takesa fixed amountof resourceso compute.The fastestalgorithmto mint a fixed
costtokenis adeterministicalgorithm. Thefactoringbasedcostfunctiongivenabove is fixedcost

¢ A probablisticcostcostfunctionis onewherethe costto theclient of minting atokenhasa predictableexpected
time, butarandomactualtime astheclientcanmostefficiently computehecostfunctionby startingatarandom
startvalue. Sometimesheclientwill getlucky andstartvery closeto thesolution.

Therearetwo typesof probablisticcostboundedbrobablisticcostandunboundegrobablisticcost

— An unboundedprobablisticcostcostfunction, canin theorytake forever to compute thoughthe proba-
blity of taking significantlylongerthanexpectedshrinkslogarithmically (An examplewould bethe cost
function of beingrequiredto throw a headwith a fair coin; in theorythe usercould be unlucky andend
up throwing thousand®f tails, but in practicethe probability of not throwing a headfor & throws tends

towards0 rapidly aslimy_, %k =0.)



— With a boundedprobablistic cost costfunction thereis a limit to how unlucky the client canbein it's
searchfor the solution; for examplewherethe client is expectedto searchsomekey spacefor a known
solution;thesizeof thekey spaceémposesanupperboundon the costof finding the solution.

JuelsandBrainardin [4] give acostfunctionthey call aclientpuzzle

Client puzzlesare interactive, known solution, trapdoor costfunctionswith boundedprobablisticcost. Client
puzzlesarenotpublicly auditable becaus@rivateinformationis requiredto verify them.(Notethesecrekey material
usedin the client puzzleJuelsand Brainardproposeis introducedonly asan optimizationto avoid needingto keep
state.If this optimizationwereremovedtheresultingcostfunctionwould be publicly auditable)

Client puzzlesretain the trapdoorproperty in that the sener can cheaplymint tokens, althoughthe ability to
cheaplymint tokensdoesnot derive from privatekey material. Thetrapdoorpropertyderivesfrom thefactthatclient
puzzlesareinteractive,known solutioncostfunctions:the senerknows thesolutionto thepuzzleatthetime it creates
thepuzzle.

Firstwe introducesomenotation: considemitstring s = {0, 1}*, we define[s]; to meanghebit at offseti, where
[s]1 is theleft-mostbit, and([s]|,| is theright-mostbit. [s]; .. ; meanshe bit-wise substringoetweerandincluding bits

iandj, [s]i.j = [s]i || ... || [s];- SOs = [s]1...|s-
Theclient puzzlecostfunctionis:
( PUBLIC: hashfunction k() with outputsizek bits
PRIVATE: sener seedkey s

¢ = CHAL(w) chooser €g {0,1}*
computex = h(s||r||w)
computey = h(z)
< setp = [T]wt1..k
return (p,y,r,w)
t=MINT(¢) find z €g {0,1}* sty = h(z||p)
setz’ = z||p
return (z',y, r, w)
v =VALUE(t) if y = h(z') and 2’ = h(s||r||w) return w
elsereturn 0

\

JuelsandBrainardalso give a methodfor reducingthe varianceof the boundedprobablisticcostof their client
puzzles.Thetechniques to composesachpuzzleof a numberof subpuzzlessuchthatthe expectedcostremainsthe
same.This propertycanbeusefulin interactve settingsvhereyou don’'t wantthe userto experiencdargevariancen
latengy.

2.3 Trapdoor-free

A disadwantageof known solution costfunctionsis thatthe challengercancheaplycreatetokensof arbitraryvalue.
This precludegublic auditwherethe sener may have a conflict of interestsfor examplein web hit meteringwhere
thesener mayhave aninterestto inflatethe numberof hitsonit’s pagewhereit is beingpaid perhit by anadwertiser

¢ A trapdoor-freecostfunctionis onewherethe senerhasno advantagean minting tokens.

An exampleof atrapdoorfreecostfunctionis the Hashcaslfil] costfunction.

Hashcaslis anon-interactie, publicly auditable trapdookfree costfunctionwith unboundegrobablisticcost.

We definea pair of binaryinfix comparisoroperatorslgtb whereb is thelengthof the commonleft-substringfrom
thetwo bit—strings,and"g:htb is thelengthof the commonright-substring.

e Loy (o £y

'Sy Vicrs [2li = [yl

T rigzhto y [x]\zl # [y]\yl

right
£ by Vi=1.b [$]|z|+1—i = [y]|y|+1—i
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Hashcaslis computedelative to a service-name, to preventtokensmintedfor onesener beingusedon another
(senersonly accepttokensminted using their own service-name).The service-namean be ary bit-string which
uniquelyidentifiesthe service(eg. hostname,or emailaddress).

ThehashcasfHunctionis definedas:

( PUBLIC: hashfunction h() with outputsize k bits

t=MINT(s,w) find z € {0,1}* sth(s) 'L’y h(s||z)

return (z, s)
left

v =VALUE(®t) h(s)'L, h(s||z)
return v

\

Thehashcasleostfunctionis basedn finding partial hashcollisions Thefastestlgorithmfor computingpartial
collisionsis bruteforce. Thereis no challengeasthe client cansafelychoosehis own randomchallengeandso the
hashcasleostfunctionis atrapdoorfreeandnon-inteactivecostfunction.

In additionthe Hashcasltostfunctionis publicly auditable becauseanyonecanefficiently verify ary published
tokens.

(In practice|z| shouldbe chosento be large enoughto make the probability that clients collectively reusea
previously usedstartvaluenegligible; |z| = 128 bits shouldbe enoughevenfor abusysener.)

The sener needsto keepa doublespendingdatabas@f spenttokens,to detectandrejectattemptsto spendthe
sametokenagain.To preventthedatabasgrowing indefinatelythe servicestring canincludethetime atwhichit was
minted. This allows the sener to discardentriesfrom the spentdatabasafterthey have expired. Somereasonable
expiry periodshouldbe choserto take accountof clock inaccurag, computatiortime, andtransmissiordelays.

Hashcaslwas originally proposedasa countermeasureagainstspamin email, and againstsystematicabuseof
anorymousremailers.t is necessaryo usenon-intemactivecostfunctionsfor thesescenariossthereis no channefor
thesenerto sendachallengeover. Howeveroneadvantageof interactivecostfunctionsis thatit is possibleto prevent
pre-computatiorattacks.For example,thereis a costassociateavith sendingeachemail, which tendsto discourage
emailabuse;howevera determinedhdwersarymay spendayearpre-computingokensto all bevalid onthesameday,
andonthatdaybeableto overloadthe system.

It would be possibleto mitigate the pre-computatiorattackby usinga slowly changingbeacon(unpredictable
broadcastuthenticatedaluechangingover time) suchassaythis weekswinning lottery numbers.In this eventthe
public valueis includedin the startstring, limiting pre-computatiomttacksto beingconductedvithin thetime period
betweerbeacorvaluechanges.

2.4 Non-interactive and boundedprobabilistic cost

The following costfunction achievesboundedprobabilisticcostin the non-interactve settingby usinga kosherized
(verifiablyfairly chosenyhoiceof randompermutatiorwith chosermpermutatiorsize. Blowfishis givenasanexample
of ablock cipherwhich canbereadily givenareducedkeyspaceto provide areducedsizedfair randompermutation.
It'ss-boxesandkey arechoserusinganefficientkosherizedalgorithm. It is necessaryo kosherizehe selectionof the
s-boxes,otherwisethe client may find a way to maliciously selectan s-boxdefininga family of permutationavhich
he can computethe desiredpermutationinvariant more efficiently thanby bruteforce. It is necessaryo choosea
differentrandoms-boxfairly for eachtoken, becausehe reducedkey spacewould make usingthe sames-box, or
relateds-boxesopento pre-computatiorattacks.

We introducea namingschemedor blowfish variants:BF-KDF(s)-b, whereKDF is a key derivationfunctionused
with seeds to selectkosherizedverifiably fair) s-boxvalues. b is the blocksize,and mustbe a multiple of 8-bits.
Sostandardlowfish would be denotedBF-DIGITS(7-3)-64, whereDIGITS() is a KDF whichreturnssuccesie bits
from the binaryfractionrepresentatioof thefloating point seedvalue.

Thenwedefineafamily of reducedoundkosherized-boxblowfishvariants:BF-SHALKDF(s)-b, whereSHA1KDF(s)
outputsSHA1(i||s) onit’si-th invocation.The 18 p—arrayand(g)2 s—boxg—bit valuesareselectedrom the outputof
the KDF.

Whatinvariant canwe usefor this?



2.5 Non-interactive and fixed cost

Thefollowing costfunctionachieresfixed costin the non-interactve settingby usinga kosherizedchoiceof random
permutatiorandkey with reducedkeyspace.

For this we needa single solution problem,which requiressearchof the entirekey space no matterwherethe
clientchoosedo start,andwhich s efficiently verifiable.

The permutationinvariantis to find (hmmm...think aboutthis).

DES invariantthey useddeepcracko find? Will this invariantwork for reducedkey spaceDES?CanDES’s
keyspacebereducedefficiently? (Is therean efficient securefair s-boxselectionalgorithm,or atleastfastenoughfor
thereducedkeyspaceneeded?)

Othergenericpermutatiorinvariant?

2.6 Amortizable

e A probabilisticly amortizabletoken is onewherethereexists an efficient algorithmto combinetokensinto a
singletokenwith workablycompactepresentatiowith valuewhich probabilisticlyapproximateshecombined

value. Repeatedlrombiningthe sametokensagainor combiningthe tokenwith itself shouldnotincreasét’s
value.

¢ A publicly amortizabletokenis onewherethe amortizationfunctiondoesnot requireary privateinformation.

¢ A publicly auditable amortizabletoken is one wherethe amortizedtoken’s valueis efficiently verifiable by
anyonewithoutary privateinformation.

Non-intelactive AmortizableHashcashs a non-interactie, publicly auditable trapdoorfree,unboundegrobab-
listic cost,probabilisticlyamortizablecostfunction.
Theamortizablehashcaslfunctionis defined:

( PUBLIC: hashfunction () with outputsizek bits

t = MINT(s,w) find = €g {0,1}* sth(s) 'L, h(s||z)
return (s, )
v=VALUE(t) h(s) 'L, h(s||z)
return (v)
t=1t1+1t if VALUE(t;) > VALUE(t») return (1)
L elsereturn (t2)

For applicationssuchas web metering,the Non-interactve Amortizable Hashcaskprotocol hasa weaknessn
that the protocol allows forms of cheatingcalled undercontributing and over-contributing by clients. With under
contributing the client spendssomeextra computationto ensurethat he minimally complieswith the token value
required to avoid contributing to theamortizedvalue.

The corverseclient actionof over-contributing may sometimesbe considerecan attack,dependingon the use.
For web metering,wherethe amortizatedoken is intendedto measurehits sened by a web hostingservice,over
contribtuting couldbea problem,asusershave theability to inflatethe measuremerdf web-hits.Over-contritutingas
suchcannot be prevented asthe usercansimply requesthe documeninultiple times. But thereremainssomevalue
to defendingagainstover-contribution, asthe userhasto downloadthe whole documentwhich is an additionalcost
for the user(andthe hostingservice),andthe sener canto someextentdetectandrefusemultiple downloadsby the
sameuser

For distributed documentpopularitywherethe estimateof hits sened is not relevant, over-contributing may be
encourage@sa morebandwidthefficientway for usersto ratedocuments.

e A fair amortizablecostfunction is one wherethe client can not undercontribute. Overcontributing may
optionallybeallowed.



To simultaneouslhachieve bothdocumenipopularitymetric collectionandamortizabledocumentit statisticswe
would usea pair of tokens:a non-interactie amortizableokenfor documentpopularity andafair amortizableoken
for hit statistics Both tokenswould beindependenthamortized.

InteractiveFair AmortizableHashcashis aninteractie, publicly auditabletrapdoorfree,unboundegbrobabilistic
cost,fair probabilisticlyamortizablecostfunction.

Thelnteractve Fair AmortizableHashcasliunctionis definedbelow.

( PUBLIC: hashfunction k() with outputsizek bits

¢ =CHAL(s,w) chooseb’ € {0,1}*
computeb = h(s||b’)
return (s, b, w)
= MINT(c) find z €5 {0, 1}* stb 'L, h(s||b||z)
return (s,b, w, )
1 t=UNBLIND(#) return (s,b’,w,x)
v = VALUE(?) computeb = h(s||b’)
if 5%, h(s||b||z) return 0
right
h(s|Ibl|lz) "&b
return (w + u)
t=1t1 +t if VALUE(¢;) > VALUE(t2) return (¢;)
L elsereturn (=)

Somenoteson the designcriteriafor Fair AmortizableHashcash:

e Thecostof theverificationfunctionis minimised. The verificationfunctioncosts2 h() operations.

e The sener shouldnot be ableto trick usersinto computingtokenson other service-namess is includedin
h(s||b||z) for this reasoneventhoughthe service-names will later becomeapparenwhenb is unblindedas

= h(s||p).

¢ Thereshouldbe no computationabdvantageor the sener, soto obtainatokenof valuev = w + u thesener

shouldbeforcedto do anaverageof 22+ trial compuationsTheb = h(s||b'), a = h(s||b||z), b 'Sy a "2, b

constructensureghis. Changingary of the valuess, b’ or z (b is changedby changingd’) in ary of the
correspondingxpressiongor calculatingb, a or b’ hassideeffectson at minimumoneof theotherexpressions.
This propertypreventsthe sener finding a pair of collisionsandthenvaryinganindependenparametein the
final expressiorcalculationto match,which would admita2® + 2% < 2w+* work factorattack.

e The parameters, b’ andb areall hashedbeforeor during beingusedto find a collision. This ensureghat
similar service-namegservice-namewhich are pre-fixesof otherservice-namespndsimilar blinding values
don't offer the attacler ary reductionin work factorby combininghis attemptsto createtokensfor multiple
services.

¢ Notethehashfunctionshouldnotadmitary significantadvantagen computingthe hashoperatiorby chosinga
strideto matchthehashoperatiorinternalstructure(ie ratherthanchosingzy € {0,1}* andz; 1 = ;+1, use
recurrenceelationz; 1 = f(z;) with f() choserto reuseinternalcomputatiorsteps.Similarly no significant
adwantageshouldbe achievedby computinga batchof candidater; valuesin parallel.
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